American Health Information Community

Workgroup on Consumer Empowerment 

Summary of Web Conference Held February 21, 2006

(2nd Web Conference of This Workgroup)
A. Opening Remarks – Co-chairs
1. Call to Order

· The meeting was called to order at 1:04 p.m. by Co-chair Nancy Davenport-Ennis of the National Patient Advocacy Foundation. 
· Co-chair Linda Springer had an unexpected conflict and was unable to participate in the Web conference.
Ms. Davenport-Ennis began by reviewing the agenda for this month’s meeting. She informed the Workgroup that those responsible for developing the meeting materials would take the lead on discussion on the corresponding agenda items. 
2. Review of Charge
Ms. Davenport-Ennis reminded the Workgroup of the broad and specific charge for the group, including: 
· Broad Charge for the Workgroup: Make recommendations to the community to gain wide spread adoption of a personal health record (PHR) that is easy-to-use, portable, longitudinal, affordable, and consumer-centered.
· Specific Charge for the Workgroup: Make recommendations to the community so that within 1 year, a prepopulated, consumer-directed, and secure electronic registration summary is available to targeted populations. Make additional recommendations to the Community so that within 1 year, a widely available, prepopulated medication history linked to the registration summary is deployed.
B. Review of Action Items from the January 30 Meeting
Ms. Davenport-Ennis reviewed the Action Items that were produced during the Workgroups’ January 30 meeting:

Documents to be developed:

· Guiding Principles – ONC will develop principles using the Markle Foundation’s principles as a template.

· Inventory of Tools – ONC will begin the process of identifying and cataloging personal health tools already on the market.
· Inventory of Tools Evaluation Matrix – ONC will develop a matrix to assess the personal health tools contained in the Inventory.
· Issues List, including barriers and policy issues – ONC will compile an issues list and present to the Workgroup.
· Breakthrough Project Options – ONC will identify options for the who, what, and how of possible breakthrough projects in the area of Consumer Empowerment with input from the work group members.
· Presentation Template – Develop a presentation template and distribute to Workgroup.
Ms. Davenport-Ennis reminded the group that Web conference summaries are posted on the Web.
 She invited group members to review a matrix of the Workgroup’s action items contained in the previous meeting’s summary, which she described as a very well-done document. 
C. Review of Preliminary Guiding Principles (Discussion Facilitator: David Lansky)

ONC compiled a list of 25 Preliminary Guiding Principles for the Workgroup, which was distributed for discussion. They were grouped under three general headings, including:

1. Principles for Personal Health Records

2. Principles for Information Access and Control

3. Disclosure and Accountability Principles.
The Workgroup discussed each set of principles with a goal of reaching a consensus around a final set that could be presented to the community during its March 7, 2006, meeting.
1. Principles for Personal Health Records

Dr. Lansky began the discussion with an overview of how the 12 principles were derived from a document created 2 years ago by a working group of PHR developers. Dr. Lansky described the PHR principles as an ideal. He also explained that the principles would be required for achieving the task that has been outlined for the upcoming year. Comments were invited from the Workgroup on the 12 principles governing PHRs outlined below.
Principles for Personal Health Records
· PHRs should be voluntary.
· PHRs should be user friendly.
· Each person controls his or her own PHR and decides who can access which parts of their PHR.
· PHRs contain information for one’s lifetime.
· PHRs contain information from all health care providers.
· PHRs should have data integrity: data sources and age of data should be cited. Consumers can annotate but are not permitted to destroy or change data electronically supplied by other systems.
· Consumers and permitted providers can access PHRs at any place at any time. 

· PHRs should be portable. One system’s PHR should permit easy exchange of information with other systems’ PHRs.
· PHRs are private and secure. All entities that provide or manage personal health information, whether or not defined as covered entities under the Health Insurance Portability and Accountability Act (HIPAA), should follow the privacy and security rules that apply to HIPAA-covered entities.
· PHRs are transparent. Consumers should be able to view who has accessed which parts of their PHR. 

· PHRs permit easy exchange of information. PHRs should be required to comply with interoperability requirements such as those required by certification bodies.
· PHRs should be interoperable with EHRs.  
One member of the Workgroup commented that with respect to the principle calling for transparency, it would be difficult to maintain an audit trail pinpointing how information was supplied to the PHR. 
2. Principles for Information and Access Control

The Workgroup continued evaluating the proposed principles with a discussion of the principles governing information access and control, outlined below.

Principles for Information Access and Control
· People must have the ability to control who has access to their personal health information over an electronic health network – either directly or through the action of a designated proxy (or by choosing not to exercise that control). This control can be exercised in whole or only with regard to selected elements of their personal health information.
· At a minimum, the structure and rules of the breakthroughs must facilitate the ability of people to exercise their personal health information rights under the federal privacy regulation mandated by HIPAA.

· People should have the ability to review who has had access to their personal health information.  Each individual or entity accessing personal health information over the network should have access authority and be authenticated.  

· People should be able to supplement or annotate their personal health information. All self-reported data should be identified as such in order to help assure data quality.
· Unreasonable or unaffordable fees should not impair the ability of each person to access, review, or supplement their personal health information available through network services or intermediaries.
· People must be able to request correction of their personal health information and receive a timely response to the request. Consumers can annotate but are not permitted to destroy or change data electronically supplied by third parties.
· The breakthrough must provide a sound method for allowing secure access and authenticating patient users that does not require physician or institutional mediation.
· People must have the ability to designate (and withdraw designation from) proxies who have full authority to manage their personal health information on the network.
· People must be able to choose whether or not their information is shared for the purposes of the breakthrough across the network – in whole or in part – at any time, without coercion or pressure.
These principles generated an intense discussion surrounding the level of control a consumer should be able to exercise in granting access to his or her PHR. The group agreed that consumers should exercise ultimate control over who could access their PHR information. However, this raised another issue: once a consumer has granted practitioners’ access to his or her PHR, can these practitioners incorporate the information into their EHR? One Workgroup member suggested that “permission” to access a PHR needs to be clearly defined. The parameters of PHR access, it was explained, could be tailored based on what entity was accessing the record. For example, a dentist and a PCP would not have access to the same information contained within the PHR.
The group felt that in terms of the principles, it would be necessary to define which type of electronic system was being considered – an electronic network-accessed system or a portable system that might be contained in a debit card-type device or in a memory stick. It was suggested that the principles would refer to data contained within an electronic network. This raised the issue that if an electronic network is the primary means for storing PHRs, then there is a need for authentication to ensure that the information contained in the PHR is actually that of the consumer seeking treatment.
One participant reported that there are currently systems on the market that address the authentication challenge by implementing user IDs and passwords. She also reminded the group that by definition, the PHR should be consumer driven.

3. Disclosure and Accountability Principles

The Workgroup closed the discussion on principles with comments relating to the third group of principles as outlined below.

Disclosure and Accountability Principles
· Before a provider initiates a transfer of personal health information through the exchange, affected individuals should be fully informed of the policies in place and the possible uses of that information. (First-time disclosure is sufficient for subsequent transactions.)
· People should be informed of the ways their information may be used and must be able to choose whether to make their personal health data available for such use in various systems.
· Communications with people about the uses of and policies affecting their electronic health information must be conducted in simple, easily understood language for purposes of the breakthrough.

· People must be able to receive complete paper copies of any of their personal health information made available through the breakthrough.
It was proposed and agreed to by the group that once a practitioner accesses a PHR, he or she is bound by the tenets of HIPAA and subject to an audit trail tracking PHR access. Given HIPAA requirements, one group member commented that clinicians should make efforts to match what is contained in the PHR with the EHR and the paper trail. As stated by the group member, “At the VA, we try to parallel in the electronic world what is happening in the paper world.”
There also was discussion of prepopulating the PHR with information from secondary sources other than the consumer. The point was made that if the PHR is prepopulated with information obtained without the consumer consent, then it is essential that the consumer have ultimate control of who accesses his or her information.

4. Consensus and Recommendation

Consensus: The Workgroup came to a consensus to accept the current principles as a set of Working Principles that will be streamlined and fine-tuned before being presented to the Community at its March 7 meeting.
Action: Dr. Lansky will lead the group’s efforts to streamline the principles.
Recommendation: The streamlined principles covering PHRs, information access and control, and disclosure and accountability will be presented to the community on March 7.
Issue: It was suggested that, under the leadership of Dr. Lansky, a subgroup comprised of members from the Workgroup take on the task of streamlining the principles. Kelly Cronin reminded members of the Workgroup that in order to be Federal Advisory Committee Act (FACA) compliant, any work product from the subgroup must be presented publicly for further deliberation. 
D. Review of Policy Issues and Barriers (Discussion Facilitator: Kelly Cronin)

Kelly Cronin of ONC opened the discussion of policy issues and barriers by recapping on the barriers identified during the first meeting of the Workgroup. Ms. Cronin highlighted the issues enumerated below for further consideration by the Workgroup.
	Barrier Issue


	Discussion Points



	1. Lack of interoperability. How can we ensure interoperability between PHRs and EHRs? Do PHRs need to be certified to ensure they meet privacy, security, functionality, and interoperability requirements? 


	· In terms of certifying PHRs, it was suggested that different certifications be implemented for different aspects of the PHR. One recommendation was that all entities be certified prior to supplying information to the PHR.

· A representative from the health insurance industry proposed that the group identify standards that are currently available and address system interoperability. Another workgroup member highlighted the fact that there are several representatives from the IT industry within the workgroup. This internal IT knowledge resource should be considered a “captive audience” and their expertise put to use to resolve the challenge of interoperability.



	2. Need for proxies. Can caregivers or family members access a patients record’s as authorized? 


	Depending on the target audience, the group determined that proxies – caregivers who can access a consumer’s PHR – should be considered in the breakthrough project. For example, if an elderly population is targeted, then proxies could be essential to give consent if the consumer being treated is unable to do so.



	3. How do we protect personal health information in PHRs?


	· This challenge generated intense and wide-ranging discussions and considerations. Ms. Cronin asked if the current policy is clear and concise regarding the protection of PHRs. 

· A representative from the pharmacy industry stated that laws protecting consumer health information vary from State to State. It was suggested that the most conservative State guidelines governing information disclosure be adopted as policy. In this way, a conservative disclosure policy could be adopted across many States.

· Once a disclosure policy is adopted, the question was raised as to how violations of the policy would be handled. What would be the consequences? Should a policy be adopted? It was emphasized that consumers should retain the right not to share information contained in their PHRs, and this would go a long way towards safeguarding information.



	4. Inaccurate information could lead to medical decisions that result in bad health outcomes. Is this a significant liability issue, and if so, how should it be addressed?


	· Ms. Cronin posed a hypothetical situation: suppose information contained in a PHR is fraudulent and results in a medical mistake; how liable is the clinician for the faulty information?  
· The Group deferred discussing this issue in detail until future meetings.


	5. Lack of consumer awareness. How can we educate and engage consumers and their providers about the benefits of PHRs? 


	· Dr. Lansky’s commented that the public trust is essential for this process; advised against haste; and noted that one mistake, disclosure, or mishandling of information will destroy the program.

· Ms. Davenport-Ennis noted that the consumer needs to be involved and his or her voice heard at all levels of this project. She added that we have a duty to address this issue at the community level.



	6. Lack of a unique patient identifier. How do we reliably match patients to their health records? (Please refer to paper on this subject.)


	· Ms. Cronin reported that currently, there is a lack of unique patient identifiers and a method for accurately matching consumers with their information. Authentication of consumers remains a significant barrier to PHRs.

· Group members expressed an interest in identifying authentication standards that are already in practice. It was also suggested that authentication is a two-step process involving the initial matching of a consumer to his or her information and then continuing authentication as the information contained in the PHR changes.




1. Consensus and Recommendation
Consensus: The Workgroup came to a consensus that all the significant barriers to implementation had been identified.
Action: The individuals refining the principles will work on creating Working Principles addressing disclosure, accountability, and liability issues that will be discussed during the Workgroup’s March 20 meeting.
E. Review of Options for Data Elements and Sources (Discussion Facilitator: Don Mon)

Dr. Mon of the American Health Information Management Association (AHIMA) opened the discussion by emphasizing that consumer privacy is the paramount concern in selecting data instruments. Dr. Mon described the construction of the Data Elements and Data Sources for Registration Summary and Medication History
 matrix, which contains 174 data elements of patient information grouped in several broad categories. The Matrix also indicates the common source for each data element. The Workgroup had ample discussion and comments for amending the chart. The suggestions for enhancing the chart fell primarily into two categories: suggestions for additional data and suggestions for restructuring data. The suggestions made by the Workgroup are cataloged below under the appropriate heading.                                                                                                                                                                                                                                                                                                                   
1. Additional Data
The following additional areas of data were suggested:
· Advance Directives
· Radiology
· Adverse Medication Reactions
· Vitamins
· Herbal Therapies
· Provisional Categories
· Other Information. 
The “other information” section was suggested as a means by which the consumer or provider could supply information not covered by other data elements. 
2. Restructuring Data
The following were recommendations for restructuring the data:
· Social Security Number (SSN): It was noted that “SSN” is listed in two places on the chart.

· Immunization Information: It was suggested that this information be recategorized as “minimum data” as opposed to “optional data.”

· Allergies: It was suggested that a distinction be made between medication allergies and environmental allergies.

· Audience and Geography: In tailoring the dataset, it was suggested that audience and geography be considered when including data elements.

· Data Sources: One workgroup member cautioned against strict categories under Data Sources.

· Medications: Past medications should be listed separately from current medications.

The Workgroup discussed using the provider’s clipboard as a model for standardizing the minimum dataset of a PHR. One Workgroup noted that because the provider community logs millions of clipboard entries every year, standardizing even part of the clipboard information in the form of a PHR would be “a big win for everybody, providers and for patients.” The group brainstormed about the types of information that providers seek when using the “clipboard,” what information is universal across disciplines, and how that information can be made uniform within a PHR. A physician in the group reported that there are three critical functions of the clipboard:
· To record clinical treatment information for reimbursement

· To record insurance information for reimbursement

· To record medications and any modifications to medications.
These clipboard issues highlighted the importance of reimbursement for the provider and the need to include insurance information as part of the minimum dataset.

4. Defining the Population

Some Workgroup members thought that defining the target population of the breakthrough project was essential to tailoring the data elements. The group was in agreement that the data elements need to be pared down. Ms. Davenport-Ennis re-introduced the idea of making the initiative consumer centered. She suggested that at this stage of development, consumers should be consulted to determine which data elements are crucial to them. 
5. Consensus and Recommendation

The Workgroup agreed to the following Action Items and recommendation to the community for the March 7 meeting.

Recommendation: During the community’s March 7 meeting, the Workgroup will present the broad category data elements. The broad categories are printed in boldface on the Data Elements and Data Sources for Registration Summary and Medication History Matrix.
Actions: 
· Define the scope of the Data Elements and Data Sources for Registration Summary and Medication History Matrix.
· Reach out to consumers to determine what data elements they would like to see in a PHR. 
· Pare down the list of data elements contained in the Data Elements and Data Sources for Registration Summary and Medication History Matrix.
F. Review of Options for Breakthrough Models (Discussion Facilitator: Kelly Cronin)

Ms. Cronin directed the group’s attention to the Background and Options Paper titled “Breakthrough Models” 
 and directed the discussion towards a consideration of the four model options presented there. They are summarized below: 
Breakthrough Models

Option 1: Existing regional health information exchange with a consumer interface


In this model, a regional health information exchange currently is providing clinical information at the point of care for the treatment of patients. The clinical information provided includes registration summary and medication history; however, other data such as radiology reports, and pathology reports also could be made available. A consumer interface to the health information exchange is built and consists of a subset of clinical information.
Option 2: Expanded version of Katrinahealth.org with registration summary linked to med


history


KatrinaHealth.org is a secure online service established within a month after Hurricane Katrina that gives authorized health care providers access to medication and dosage information for evacuees from Hurricane Katrina. Authorized users access patient prescription information by entering the evacuee’s first name, last name, date of birth, pre-Katrina residence, zip code, and gender.
Option 3: PHR vendor(s) linked to one or more intermediaries to get updated registration and medication information


In this model, PHR vendors would send and receive consumer registration and medication information that resides in intermediary data repositories. The intermediaries interface with a variety of “source” systems, such as PBMs, to obtain patient medication information.
Option 4:  Payer or employer portal linked to PHR vendor(s)


In this model, consumers would use a portal provided by a health care payer (i.e., their employer or health insurer) to connect to their PHR, which is provided by a PHR vendor.
Ms. Cronin briefly described certain attributes of each option:

Option #1: Ms. Cronin informed the group that this option could build on regional health information exchanges which already exist on the market. She also noted that the prototype National Health Information Networks being developed under contract for the U.S. Department of Health and Human Services (DHHS) will add to the infrastructure capable of supporting this breakthrough option. Ms. Cronin cautioned the group that building a patient interface into existing regional health information exchanges “might increase the risk of compromises to the security of the network.”   
Option #2: Ms. Cronin noted that because the Katrina Health model is Web based, it cannot be easily integrated into clinicians’ workflow without some modification. She also noted that the “read-only” format of the current Katrina Health model does not allow patients to update their information and suggested that an updated version of this model would need to allow for patient interactivity. 
Option #3: Ms. Cronin noted that this option allows for patients to download information into their PHRs easily.

Option #4: Ms. Cronin explained that this option currently is being implemented in the health insurance industry and allows for a PHR to be prepopulated. The drawback is that many consumer groups voiced concern about having an employer or insurance company

access sensitive medical information. Consumers fear a loss of medical coverage or employment if the information was mishandled. 
1. Discussion 

Following her brief presentation, Ms. Cronin invited comments from the Workgroup.
Concern was voiced by a representative from the insurance industry on limiting the model options. Emphasizing the role of the consumer, the group member stressed the importance of allowing choice. The group member thought that a database prepopulated with information from health insurance data sources would encourage consumer use. A prepopulated PHR also would remove the burden felt by some consumers to supply information themselves.
Consistent with the need for many options, the group agreed that it would present Models 1, 3, and 4 to the community as viable options. Ms. Davenport-Ennis suggested, that each of these options has “great validity, and now they need to be tested in the American marketplace.” The group agreed that Option #2 was not viable because of its lack of scalability. 

2. Consensus and Recommendation
Consensus: The Workgroup agreed to advance to the community on March 7 that Models 1, 3, and 4 have merit. Option #3 needs to incorporate a statement recommending that a physician be consulted when using this model. A blanket statement would be added suggesting that listing the models available in no way implies an endorsement of the instrument.
G. Review of Options for Target Populations and Geographic Areas (Discussion Facilitator: Helen Burstin)
With limited time left for the Webconference, Ms. Burstin brought the Workgroup’s focus to the target population options outlined in the document titled, “Background and Options Briefing Target Populations and Geographic Scope.”
 Ms. Burstin outlined the pros and cons of targeting each population for the breakthrough model. The population and geographic scope options are detailed below along with the ensuing discussion.
Options for Target Populations
1. Pediatric patients
2. Patients with chronic diseases
3. State Medicaid or Medicare beneficiaries
4. Uninsured population
5. Caregivers for the elderly population
Options for Geographic Scope

1. States with the infrastructure and organizational capacity
2. Regions with large employers and/or plans offering programs
3. Regions with operational Health Information Networks
The group discussed at length which population and geographic region would offer the most precise measurement of the breakthrough model’s efficacy. Some advocated for targeting the patients with chronic diseases population feeling that this population will be served best by PHRs. Others in the group advocated for choosing a geographical locale that would encompass all of the target populations. The Workgroup was eventually able to come to the consensus detailed below.
Consensus: The Workgroup agreed to target two populations, pediatric patients and patients with chronic disease, as well as one geographical area for the pilot breakthrough model. Additional background investigation will inform final recommendations. 
H. Comments from the Public

There were no comments from the public during this meeting.

The meeting adjourned at 5:18 p.m.
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