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American Health Information Community

Confidentiality, Privacy, and Security Workgroup 

Summary of Identity Proofing and User Authentication Hearing Held on September 29, 2006, 10 a.m.–4:30 p.m.
Introductions and Opening Remarks

Co-chairs Paul Feldman, Deputy Director of The Health Privacy Project, and Kirk Nahra, Partner at Wiley Rein & Fielding LLP, opened the meeting and asked Workgroup members or their designees to introduce themselves. 

Robert Kolodner provided opening remarks for the meeting. Dr. Kolodner noted that having this Workgroup address the cross-cutting privacy, security, and confidentiality issues raised by the other American Health Information Community (AHIC) groups will allow those groups to move forward in developing their breakthrough projects. The goal is to bring forward practical and actionable recommendations on identity proofing and user authentication by the December 12 meeting. Dr. Kolodner reinforced that the Community is committed to the success of this group, and will provide the resources necessary to support the important work of this group. 
Identity Proofing and User Authentication 101

John Loonsk

John Loonsk, M.D., Director of the Office of the National Coordinator for Health Information Technology’s Office of Interoperability and Standards, explained that each of the breakthrough projects has identified common needs related to practical and actionable recommendations on confidentiality, privacy, and security. Identity proofing and user authentication were teased out as the initial activities for most electronic activities. Definitions for these concepts, along with a list of questions to guide testimony, were published in the Federal Register. Identity proofing refers to the process of providing sufficient information to verify and establish an identity to be used in the electronic environment. Driver’s licenses and passports are examples of this process, in that they require information to establish an identity. User authentication is the process of reliably verifying an identity that has been claimed in the process of gaining access to data resources. Methods for user authentication include user name, password, tokens, and biometric approaches. A series of questions, also published in the Federal Register, were posed for the panels in order to address specific issues relating to identity proofing and user authentication.

When asked if an electronic signature is a subset of authentication, Dr. Loonsk replied that it is a “different tree in the forest.” For a proven identity and authenticated user in a system, an electronic signature would involve having any changes or added data linked to that identity. An electronic signature is one example of many sequential or follow-on steps. In terms of actionable and practical recommendations, however, identity proofing and user authentication logically should be addressed first. Establishing identity proofing that is adequate to help prevent identity theft would fall under these constructs; punitive measures once a theft has occurred are outside the scope of this group. 

Panel I — Identity Proofing and User Authentication Methods for Secure Messages Between Patients and Their Clinicians

Peter Alterman

Peter Alterman, Ph.D., Assistant CIO for Electronic Authentication at the National Institutes of Health, testified on Federal Public Key Infrastructure (PKI) policies, procedures, and guidelines. The government has built an identity authentication infrastructure that enables a software application recognize and trust electronic identity credentials issued by other entities. In order for this process to work, an application needs to know that the electronic identity credential presented is actually being used by the person for whom it is claimed. It also needs to know what level of assurance (LOA) of identity the application requires in order to guarantee sufficient privacy for and security of the information being passed and stored.
The procedure for satisfying these requirements begins with a standardized risk assessment of the software application or business process. There are published procedures for determining the trustworthiness of electronic identity credentials issued by a wide variety of credential providers. For assertion-based credentials such as user ID/password pairs, the e-authentication program has a procedure called the Credential Assessment Framework. At substantially higher levels of assurance, cryptographically-based credentials are required. The Federal PKI Policy Authority has an extensive assessment process called “cross-certification” that examines the trustworthiness and security of digital certificates issued by providers. Additionally, the National Institute of Standards and Technology has developed a standard, which describes the required procedures for identity proofing for high LOA electronic identity credentials for Federal employees and contractors. 
In summary, the government has developed and widely implemented a standardized method of identifying the risks that must be planned for and mitigated when designing and fielding online applications. Rather than adding to the current glut of user IDs, passwords, and digital certificates, the PKI Policy Authority has developed and implemented standards, policies, and procedures for an architectural approach that stresses trusting external electronic identity credentials. 
Mark Jacobs

Mark J. Jacobs, M.H.A., Certified Professional in Healthcare Information and Maintenance Systems, representing WellSpan Health, stated that standards must be agreed upon and universally adopted in order to safeguard patient data while facilitating the appropriate sharing of information between venues for better and more coordinated care. From a clinician’s view, security and identity proofing can impede care if too restrictive. Online access should require a “multilayered” identity verification process, and in-person identity proofing is the ideal, most secure method. The individual should determine the minimum necessary access to patient records, and the caregiver is to be the gatekeeper. The user identity information determines the role set for them and the level of access to medical records. 
Several offices in the WellSpan system are piloting secure messaging. From the practice’s perspective, secure messaging is viewed as a valuable tool that allows non-urgent issues to be handled in a way that doesn’t detract from urgent issues. From a patient’s perspective, it allows them to communicate conveniently with the physician’s office without having to deal with an automated phone system or long call waits. Patients appear to be very open to signing authorization consent for access and have not raised significant issues regarding confidentiality. As the solutions and security risks are being debated, patients and doctors move forward acknowledging and accepting the lack of security in exchange for efficiency.

Policies governing methods of identity verification should be specific to the targeted industry. Medical information may not be viewed as tactical as military information; however, unauthorized release of information can be equally devastating to an individual. The AHIC can facilitate progress by providing the health care industry with specific minimum and reconcilable standards that are interpretable for identity management and user authentication, and with guidelines for role-based identity management.
Michael Weiner

Michael Weiner, M.D., M.P.H., Director of Gero-Informatics at the Indiana University Geriatrics Program, spoke about the security of messaging between providers and patients. Security for clinical communications is not a new issue; it includes paper, phone, and fax messaging as well as more recent computer methods. Paper is the least secure method, while computers can help increase security and efficiency; in fact, electronic messaging can advantageously decrease the number of office visits in a general medical practice. 
Secure clinical messaging requires identity proofing and user authentication. Identity proofing provides an exhaustive review of credentials, while user authentication is meant for more rapid and ongoing access. There are many difficulties with secure clinical messaging: proxies can be difficult to find and identify in the case of an emergency; codes can be difficult to remember and use; passwords are easily intercepted over unencrypted open networks; and servers are often readable by unknown sources. Credentials increase the level of confidence in identity proofing, and in-person proofing can improve the specificity of proofing. Without in-person proofing, there is a possibility for misuse and matching multiple credentials to one person; biometric approaches can be a viable alternative to in-person proofing. There is also a difference between the level of proofing needed for patients and clinicians: the patient in the room is the person who is authorized for that information, but clinicians need additional proofing through their affiliation with an institution.

For secure messaging, both the sender and the recipient need to be authenticated, and the integrity of the message needs to be protected and confirmed. Public-key architectures provide ready, secure protection, but have not been readily available in commercial e-mail systems. Moreover, they are inconvenient, and are not widely used by the public. Web-based e-mail provides a popular solution to many of these issues; it provides basic password authentication, automatically encrypt messages from end to end, and provides streamlined documentation of a conversation, which is an essential feature in health care. For communicating non-urgent problems, Web messaging is preferred over telephone by patients and providers.

Patient-centered health care communication transpires one conversation at a time; justifying the complexities and costs of implementing multiple assurance levels in identity proofing and user authentication would appear difficult. The Federal Government can help by recommending minimum security schemes for protection, not by creating guidelines or determining methods of achieving security. The government should continue its involvement in the creation, promotion, and adoption of data standards for storing and transmitting data. Data standards are needed for transfers among institutions; the inability to transfer data efficiently has a negative impact on the quality of health care services provided.
In summary, three main points relating to securing messages must be considered: first, harm to a patient as a result of breaching security of clinical messaging is extremely rare, and any solutions should be consistent with a realistic level of harm. Second, one must consider whether increasing the security of messaging provides limited, unfair, skewed, or unreasonable access to health care. Third, one must consider whether increasing the security of messaging will hinder the patient-physician relationship, which is fragile and essential to effective, desirable medical care. Many methods of implementing or augmenting security are available, but if we choose ones that provide a level of protection, privacy, or convenience that our public does not want or need, then we have not improved comfort, service, or health.

Workgroup Discussion and Panel Q&A
In terms of the kinds of information being exchanged during secure messaging, Dr. Weiner agreed that it can help to specify in advance the type of information going back and forth between the patient and provider. There are a few published guidelines that recommend establishing what is acceptable for communication in secure messaging, such as the urgency and complexity of the issue. Regarding the “insiders” who may have access to a physician’s secure messaging information, Mr. Jacobs commented that historically it was not uncommon to have the same password shared between five different providers within a hospital. Hospital systems now have to educate their staff to focus on unique password and log-ins; this has been more accepted by physicians than ancillary staff members. Dr. Weiner added that there have been activities to provide specified access by the roles of the staff; however, this can difficult with frequent turnover in staff and the staff’s readiness to change. 

Mr. Jacobs noted that most barriers concern the change of workflow in the physician’s office. Staff feel under pressure to meet their daily workflow, and are resistant to changes; this is an education issue to show the staff the benefits of the change in their workflow. Mr. Jacobs added that a challenge for implementation is bringing together the different players in the organization, a process he calls identity access collaboration. Proofing one time is not hard, whether in-person or online; repetition is the problem, in the case of a physician working in different hospitals, for example, that physician has to be authenticated in each system, which can be a time consuming process. 

As for patients who see many providers and may have to be authenticated in multiple settings, Dr. Weiner noted that the certifying authority should be centralized, which would make authentication more manageable without compromising security. Dr. Alterman added that while authentication can be centralized through already common credentialing agencies (such as those for obtaining a driver’s license), identity proofing should not be done in a central place for privacy reasons. The key strategy is to leverage and trust the processes that are already in place; the first level of identity proofing is the motor vehicle administration, the second is the passport authority. Starting from this point, the number of uncredentialed individuals can be reduced; for a pediatric practice, the parents can be identity proofed, and in a geriatric practice, the caregivers can be proofed if the patients do not maintain their own driver’s license. Mr. Jacobs added that another perspective is to work on a county or State level rather than national level; a patient registry can be handled on a more localized level. 

Dr. Weiner commented that as Regional Health Information Organizations (RHIOs) are being formed, there will need to be a method for centralizing and cross-referencing outside the State. Dr. Alterman added that scalability will demand decentralization; single repositories are “doomed to failure.” Robust policies and technical infrastructure are required to provide a method to validate the credentials that are presented. Many policies are already in place, and federal agencies are working hard to ensure that the technical infrastructure is adequate. 

A question was raised about whether the standards for identity proofing should be the same for patients and providers in terms of the magnitude of risk. Dr. Alterman advocated for an analytic approach using an objective and defined risk assessment by each individual. Once the risk is known, it is possible to assign that individual access rights. Some federal agencies have begun issuing high assurance identity credentials to providers. Mr. Jacobs added that from a technical perspective, there is a wide range in processes being used for providers to log onto a system, and that standards should be applied to all products and services to make the processes more uniform. Dr. Weiner commented that the issue of patient versus provider proofing is in part a societal question; he has difficulty placing a higher value on either the physician’s or patient’s access. There might be a higher frequency of breaches by patients pretending to be someone else; the actual frequencies should be considered in the analysis.

The panel was asked to comment on principles of role-based access and minimum necessary information for an individual’s job duties, which does not appear to be implemented in larger systems. Mr. Jacobs commented that his delivery system defines standard templates to manage role-based access. Historically, access in a hospital system was not managed; a physician could access a record regardless of whether he was the treating physician, which is true for paper as well as electronic records. It can be difficult to match patients with clinicians in terms of data access, especially in the case of being transferred to an intensive care unit (ICU).

When asked about the unintended consequences of “locking out” proxies and users who rely on telephone through identity proofing and user authentication, Dr. Weiner replied that telephone communication is a problem because a clinician will not necessarily recognize all patients by voice. As for proxies, they become the representative of that patient and it has to be established in advanced; issues around proxies are not “too murky” but do require a process. PIN would help, would add one more level of confidence. Dr. Alterman agreed that proxies are well understood in the field, and should be planned in advance. He also added that recognizing a voice is a valid biometric method.

Panel II – Identity Proofing and User Authentication Methods for a Prepopulated and Consumer-directed Electronic Registration Summary and Medication History as Part of a Personal Health Record

Clay Shirky

Clay Shirky, Chair of the Technical Subcommittee, Connecting for Health, discussed a policy and technical common framework for the exchange of clinical information. This framework focuses on linking patient records, identification problems, merging different records under the single identity of one patient, and authentication issues. Authentication is done at the personal health record (PHR) system level. PHRs offered by entities outside the health care industry, like consumer or financial service providers, would be outside Health Insurance Portability and Accountability Act (HIPAA) regulations. A common set of standards for both behavior and security should be implemented, in order to maximize utility of the PHR for the consumer.

It is considerably harder to authenticate patients than employees of a health system; each group needs to be approached separately. Employees have employment contracts, they work for institutions under regulatory oversight, and there are applicable policies at the local, State, and national levels. None of these is true for patients. Also, the scale of patient authentication is several times larger than the scale of authenticating individuals in a clinical environment. Taking advantage of organizations that already have relationships with patients, and may have gone through a proofing process to offer access to local resources, will encourage the spread of PHR use. This implies federation as a governance structure; a technology and policy-oriented method for distributing trust among these institutions is critical for one set of authentications to work in multiple places. In particular, in-person proofing will continue to be highly valued in a federated environment. 
Because each type of data is valued differently by the patient, there are going to be variable security requirements and variable costs. A dental appointment reminder, for instance, is very different from sensitive laboratory results. Since any form of security creates significant costs, both for the institution hosting the data and for the individual trying to access it, there has to be a variable level for patient access which is significantly higher for significantly more sensitive data. 
Mr. Shirky offered recommendations to spread the utility of personal health records and systems, while preserving privacy and security. First, a set of security standards should be developed to which all bodies who knowingly handle clinical data should ascribe, regardless of whether they are clinical entities. Secondly, a PHR’s principal utility is for the patient, and a patient should be in charge of read-access to that data. These preferences should be dynamic, and the patient should be able to change their view of how access to that data should be handled. Finally, security is a process, and not a product. There are no organizations involved with authentication activities that have solved the problem both perfectly and permanently. 
John Macaulay

John Macaulay, Vice President, Healthcare & Life Sciences Division, Anakam LLC, presented the financial industry as an example that health care should follow. Fraudsters currently target banking because “that’s where the money is.” As PHRs and Electronic Health Records (EHR) proliferate, fraudsters will set their sites on health care, starting with the online services with the largest user bases coupled with the weakest defenses. While there are valuable lessons learned from the financial industry, the challenges faced by the health care industry require a different approach, but potentially with similar technologies. For example, the financial industry is able to “tolerate” a certain amount of fraud, whereas breeched PHRs containing sensitive mental health or HIV status information would represent an entirely different level of risk. 

Identity proofing and authentication are component parts which fit into the broader identity management life cycle, which includes registration, ID proofing, credentialing, and authenticating at a transactional level. Mr. Macaulay supports the use of the Medical Information Exchange Model, which relies on a publish-and-subscribe model where access to a record within a folder is controlled by user- and role-based permissions. The folder owner (analogous to a patient) controls what elements within a folder the subscribers have access to. The publishers (analogous to providers) would publish data and request that it be included in the PHR, and when included the folder owner would specify who can see the new data in the record. 

Government, in partnership with industry, should establish the minimum standards for identity proofing, credentialing, and access control, and it should be left to the system owner, the practitioner, and the patient to choose the mechanism they use to meet this standard. Additionally, government and industry need to be proactive in developing clear standards and providing detailed and explicit policy guidance to help enforce those standards for the benefit of all stakeholders. This approach will help prevent some of the confusion and reactionary mindset that has hindered the financial industry’s ability to implement appropriate systems. While the increased costs of security may seem like a barrier, they are also an enabler for success. With increased security, system function and depth of information becomes richer; this has a direct impact on driving user adoption, particularly adoption by physicians. 
In summary, security systems for PHRs and EHRs should have the following characteristics: be based on detailed standards jointly developed by government and industry; allow “no-touch” ID proofing upon enrollment; allow electronic credentialing of physicians and other medical practitioners using only the most trusted credentialing data sources; require second-factor authentication that can be repeated within an application for added security while accessing the most sensitive areas within a PHR or EHR; provide a real-time fraud alert to patients and practitioners; be scalable and affordable by using hardware that is ubiquitous in the health care environment; rely on an easy user interface and require no software downloads for patients or practitioners; and provide technical nonrepudiation, data integrity, and customizable reporting for regulatory compliance requirements.

Gail Graham

Gail Graham, Director of Health Data and Informatics from the U.S. Department of Veterans Affairs (VA), presented information on the VA’s My HealtheVet, a gateway to veteran health benefits and services. Identity proofing and user authentication is handled in a tiered model that aligns increasingly rigorous requirements with an increasing level of access to information. In order to enable the inclusion of personally-identifiable health information from the electronic medical record, “heavy proofing” is required through in-person authentication. My HealtheVet Registration then initiates a transactional process to match the user’s information with the VA Master Patient Index, using the Social Security Number as a key identifier. This matching is critical to connect the patient to functions like prescription refill, which is available now, and health information extracts, which will be available later this year. 
The functionality has been tested as part of the MyHealtheVet pilot at nine VA medical centers. One potential concern in rolling out in-person identity proofing throughout VA is a lack of onsite health information staff at all sites of care, particularly in rural areas. The VA has worked with the clinics to meet the needs of patients in these areas without requiring their travel to the nearest VA for in-person identity proofing. The medical centers have satellite clinics, and these clinics are encouraged to ensure that a VA staff member is available to do the in-person identity proofing. For a PHR which includes medication history and registration summary, initial in-person identity proofing is essential. This process is recommended whether or not the PHR currently contains sensitive or protected information, given the potential for a basic PHR to be expanded with additional information requiring an additional level of security. 
My HealtheVet currently contains data entered by the health care consumer, and may soon include a copy of key portions of the patient’s EHR, extracted and integrated securely into the patient’s PHR. In a future release, patients will be able to delegate access to one part or all parts of the PHR to another person. Information in a PHR belongs to the patient, not to the organization providing the PHR system. It is essential that health information remain private and secure, whether it is stored in an EHR, a PHR, or on paper. VA supports the development of guidelines and standards to ensure that authentication and identity management for PHR systems are handled consistently throughout the health care community.
Pam Dixon

Pam Dixon, Executive Director of the World Privacy Forum, began by discussing medical identity theft, which is the use of an identity document or information in order to receive medical goods or services. When medical information is used by a thief to obtain medical services, the physician enters information into that chart which is no longer accurate for that person. Most medical identity theft is perpetrated by trusted insiders, not a desperate uninsured individual. There are only a small number of physicians involved in these crimes, but those who are involved are committing identity theft on a large scale. After these crimes are committed, the victim has a hard time recovering and correcting changes in his or her medical file. 

Payment and treatment systems are largely separate in a paper-based world. In the digital and networked world, in contrast, this information has become increasingly merged. Using insurance codes to prepopulate an EHR has many benefits, but does not consider fraud. Prepopulating an EHR with fraudulent insurance claim information could lead to adverse health outcomes at the individual level and skewed statistical information at the population data level. 

Patient identity proofing will not resolve medical identity or fraud, because these problems are coming from trusted insiders. Moreover, a proofing process that involves photocopying a photo ID or digitally scanning it into the permanent medical file may result in not only medical file theft but robust identity theft. Instead of identity proofing patients in a financial-sector style, Ms. Dixon recommends investing more resources on proofing health care insiders. If the inclusion of patient identification documents is deemed reasonable for patient authentication, methods to protect this information need to be the same as in the financial sector – transparency, recourse, accountability, and responsible risk assessment. 

Workgroup Discussion and Panel Q&A

The panel was asked to provide key thoughts for the registration summary and medication list. Mr. Shirky recommended taking advantage of existing relationships rather than recreating proofing methods from scratch, working out a federation for a high level of trust, and preventing clinical data from being commingled with proofing data. Ms. Dixon agreed that a fatal error would be to create a process from scratch; using existing relationships to identity proof in person is a base strategy, and registration information should be neutral so if it is breeched it does not harm the patient. Ms. Graham commented that the time to move to identity proofing is the point when identifiable features are introduced.

The panel was asked to comment on methods for minimizing risks while maintaining the momentum for prepopulated PHRs in the market. Mr. Shirky responded that if the data are standardized, many different software applications could be developed. Mr. Macaulay added that this is a feasibility issue; using a prepopulated data set, consumers can obtain that data if their identity proofing takes place first. He stated that obtaining an online credit report is an example of the feasibility of this process. Ms. Dixon remarked that credit reporting is tightly regulated by the Fair Credit Reporting Act, and protections need to be added to prepopulated data. Ms. Graham commented that, with the current technology, the success of these programs rest on the reliability of the patient; she hopes in the future that there are better means for a computerized match or some other electronic means to ease the work load added by in-person identity proofing.
Comparing in-person and online identity proofing models, Mr. Macaulay commented that “no touch” credit reporting is a model. Ms. Dixon added that a credit report does both identity proofing and authentication through a detailed process, involving verifying the home address, social security number, mortgage information, and even car payments. 

In terms of whether physicians or pharmacies may be held liable for conducting identity proofing, Mr. Shirky commented that the most common PHR systems in place may represent the model for resolved liability issues. In large medical groups, the information technology (IT) expertise is high and the costs are syndicated. Additionally, these institutions may have the best environment for providing the needed level of assurance. A smaller practice may not be able to assume the entire liability for in-patient proofing. 

The panel was asked to clarify conflicting testimony concerning whether identity theft is increasing, and whether the financial sector is a good example to follow. Mr. Macaulay replied that there is a lower incidence of identity theft per capita in the financial sector. Ms. Dixon agreed, stating that the financial industry is “clamping down on fraud.” However, fraudsters are now moving from the financial sector to the medical sector, which is much more profitable for criminals. Mr. Macaulay stated that the example to take from the financial industry is empowering the consumer to be aware; real-time fraud alerts can shorten the fraud cycle. Ms. Dixon added that an additional challenge in medical identity theft is that the billing address is changed, which delays the detection of the crime. 

Panel III – Identity Proofing and User Authentication Methods to Provide Access to Current and Historical Laboratory Results and Interpretations in an Electronic Health Record

Michael Zaroukian

Michael H. Zaroukian, M.D., Ph.D., FACP, Chief Medical Information Officer at Michigan State University, stated laboratory results directly transmitted from a laboratory source system to prepopulate structured data fields in an EHR would not need to have distinct identity proofing and authentication technologies, policies and implementation strategies. Instead, identity proofing and user authentication would leverage the processes used by the receiving EHR system. It is reasonable to expect different identity proofing and user authentication processes for patients and clinicians, based on tolerance and the burden of how often they access the system. As frequent users of the same system, clinicians have a critical need for efficient, reliable and ubiquitously available user authentication strategies. Any system that fails to meet reasonable clinician usability expectations is likely to be underused or result in authentication “workarounds” that could increase system vulnerability and compromise patient data privacy, confidentiality, and security.

The role played by the Department of Health and Human Services (HHS) in establishing guidelines for identity proofing and user authentication does not exclude health care industry self-policing. Providers, patients, health IT vendors, and other stakeholders would welcome and benefit from HHS’s provision of clear, practical, and easy-to-implement guidelines. At the same time, HHS should refrain from imposing regulations that prescribe specific identity proofing and user authentication methods. The Certification Commission for Healthcare Information Technology (CCHIT) also should continue to incorporate the latest science and best practices for ensuring the privacy, confidentiality, and security of protected health information in its EHR certification criteria. 

In-person identity proofing is generally considered necessary to ensure that the asserted identity of an individual is correct. However, requiring in-person identity proofing to grant initial access to a secure system can increase the inertia, particularly for disabled patients and busy providers who may have to complete in-person identity proofing for multiple, geographically separated health care services. Balancing accessibility to electronic medical information with the need to be responsive to the privacy concerns of the consumer is complicated by patient views regarding the degree to which their specific health information should be treated as confidential. Many patients transmit their health information to providers using standard, unencrypted e-mail systems despite warnings regarding the lack of security controls. This underscores the relative lack of concern for security among some patients, as well as their prioritization of user convenience over confidentiality.
The type of information collected and stored for identity proofing could be used for identity theft or to otherwise bring harm to the individual. In general, only the minimum amount of personal identity information needed to achieve a high level of identity assurance should be collected, and any retained information must be securely maintained. The collection and storage of biometric data, such as fingerprints, voiceprints, hand geometry, and iris or retinal scans raises even more concerns. The possible theft or misuse of such highly sensitive data could cause significant harm, including the possibility that biometric data could be used for identity vetting across national background checking databases. This process might reveal highly sensitive information regarding an individual’s past behavior or misidentify an individual as being a security risk. 
Liesa Jo Jenkins

Liesa Jo Jenkins, Executive Director of CareSpark, Inc., an Appalachian RHIO, commented that there are many perspectives regarding security issues, and the most important role to be played by the AHIC is building consensus. The most important topic to build consensus around is the appropriate balance between benefit and risk. In the Appalachian region, very poor health outcomes, low education, and low computer ownership are coupled with high fraud and abuse rates, especially involving prescription drugs. Security and fraud risks need to be balanced with health improvements, cost savings, and more effective health care delivery.
The first step in achieving this balance is through exploring methods to spread the risk throughout the RHIO and to pool resources to share infrastructure costs. Secondly, authentication and access choices are being determined that will allow for the greatest flexibility: large hospital systems will need systems that are different from those of small rural practices. Thirdly, there is a clear mandate to support and educate the provider organizations that are held responsible and accountable. The physicians are the ones who bear the legal responsibility for the records, and they are not willing to risk participation until they can be ensured that they will not shoulder the total cost. 
A simple survey was conducted to inform the deliberations of the RHIO. Some key findings were that consumers are willing to share sensitive information with a doctor or nurse they trust and therefore will hold the care providers accountable, not the government or IT service providers. Consumers prefer to give in-person permission for their records to be in an electronic system. When presented with information on the benefits of an electronic system, the large majority of consumers are willing to take the risks of having their information included. 
In summary, methods are needed to enhance the security of the physicians’ and hospitals’ systems without losing functionality or the desire to participate. Until the “perfect” solutions can be found, there is a need for education about the risks so that physicians and consumers can make wise choices with the resources currently available. 
Paul Jolly

Paul Jolly, Ph.D., Senior Associate Vice President of the Association of American Medical Colleges, presented their process of identity proofing in the medical profession. The association gained considerable practical experience with identity proofing and user authentication through the conversion of the MCAT to computer-based testing. Identity proofing for the MCAT is based on a driver’s license or passport and an inkless thumbprint on paper; this information is now captured digitally. In the future, such biometrics can be used to verify the identity of the students who appear for matriculation at medical school, matching the identity of the person taking the MCAT to the person entering medical school.

There are potentially three types of users of laboratory data and other EHR components: the patient, the physician who ordered the test, and a physician who is involved in the patient’s care but who did not order the test. User authentication as well as authorization is needed to gain access to the data. The laboratory system will have both patient and ordering physician information associated with the result in the laboratory information system, which will imply that both of these individuals are authorized to see the results. Authorization for a physician who did not order the test is separate, requiring patient consent, and a method will have to be found to include these consents in the information system. 
If the consumer has access to laboratory results from the Internet, it makes no difference if the access is desired from home or from a distant city. For physicians affiliated with the health system of which the laboratory is a part, the same is true. A consulting physician with referrals from many different places would have to sign up with many different systems. The best solution for such cases probably would be some sort of federated identity management, where the new physician would authenticate herself to her own health information system and then access the desired laboratory with her identity verified by the physician’s own system. 
It may be necessary to have more extensive procedures for identity proofing physicians than for patients, because physicians will be ordering tests as well as reading results, and because they will have access to confidential information concerning their patients. In-person identity proofing is definitely superior to a system that provides on-line registration, because the picture on the identification document can be compared with the appearance of the applicant. Online registration may be acceptable for consumers in cases where the identity can be verified with other historical records. 

Mitch Hansen

Mitch Hansen, M.B.A., Vice President Enterprise Systems and Services, Quest Diagnostics, discussed the laboratory perspective of managing personal health information. Security and identity are paramount concerns for laboratories, given the substantial volumes of information that laboratories manage, exchange, or support every day. On the basis of volume of requests alone, including the patient as a potential requestor of information will cause identification and authentication requirements that would be virtually impossible to manage. As consumers become actively engaged in directing the flow of their health care information, they will choose to demand or limit this flow of information in unpredictable ways. Additionally, authenticated relationships only exist within a subset of clinicians; extending this system will require a robust credentialing and authenticating facility to ensure that the requestor is who they claim to be and has the right to see the requested information. Most current disclosures of patient information occur within the context of client relationships. A future where clinical results data is broadly dispersed by ad hoc query raises the issue of accountability for inappropriate disclosure of health data at multiple levels of ownership.
Automatic data population from a laboratory data source to an EHR provides the most robust approach for ensured identity management. The expectation for EHRs to comply with information security practices is reasonable, and non-Federal practices should not differ from Federal practices where health information is concerned, as long as the requirements are reasonable, and the cost of implementation is taken into consideration for reimbursement purposes. EHRs likewise will need to be compliant with all aspects of State and industry regulation and assume accountability for wrongful disclosure, as the laboratory industry does today in its clinical information transactions. Mr. Hansen would argue that there is no tradeoff between balancing access and privacy concerns; the two are independent requirements. One cannot release health information to someone whose identity has not conclusively been established; in addition, that person must have a legitimate purpose for receiving the medical information. 

In sum, regarding concerns about the type and storage of information required for identity management, it is clear that interoperability requires the exchange of sensitive personal health information. The cost of identity verification and authentication, plus the storage and management of this information, is going to be quite high and must be borne by someone. In addition to storage, access, and performance, a significant concern for all providers is managing the increased risk associated with proliferation of this data.

Workgroup Discussion and Panel Q&A

Dr. Zaroukian commented on the burdensome nature of two-factor authentication compared to the cost of medical identity theft, noting that, for the most part, two-factor systems appear to be acceptable and that single factor systems appear to be too risky. An example of overly burdensome systems would be those requiring physicians to re-authenticate every time they prescribe a narcotic; if robust role-based permissions are in place, this would present a barrier to EHR feasibility. Mr. Hansen added that two-factor systems are not always available or affordable. However, as EHRs are more widely adopted, costs may decline. Ms. Jenkins commented that providers in her system are gravitating towards the idea of the PKI, and that the costs of ensuring security will be covered by the savings that will be seen. Dr. Jolly added that, while expensive, a fingerprint reader is convenient and hard to misuse. As for patients, Dr. Zaroukian added that the willingness to utilize difficult passwords is inversely proportional to how often they have to change them.

Regarding internal security measures against identity theft, Mr. Hansen stated that they have an internal tracking of systems, and that internal security is viewed to be as important as external security. Also, if an external user is authenticated and identified, his access could be tracked in the same way as an internal user. Dr. Jolly commented that they maintain a log of access to sensitive information, such as social security numbers. Dr. Zaroukian noted that their system has a tight audit trail to ensure that a user is in the right clinic and that they are a provider for that patient; they have terminated employees who could not adequately explain their activities. However, these systems are reactive. Ms. Jenkins commented that small providers do not have any systems with this sort of sophistication. She sees the role of the RHIO as educating providers on what the minimum standards should be and facilitating resource sharing among the larger hospitals and the smaller practices.

Regarding the CareSpark survey of general willingness to share health information, Ms. Jenkins commented that they are looking for technical solutions to filter information appropriately. The behavioral health organization involved in the RHIO does not want mental health information blocked out, and expects to be able to share information to improve health outcomes for this high risk population.

In terms of methods that may relieve the burden on the consumer, Dr. Zaroukian commented that increasing computer literacy may help, as well as the ability to maintain a secure computer with anti-virus protection. Also, providing equipment to read a smartcard would make authentication easier. There are published studies showing that, even among the literate, it does not take much of a burden before consumers stop using it. Ms. Jenkins added that they are planning to allow for proxies for patients who are illiterate or incapable of accessing a computer directly.

Statements from the Public
Ash Ghogale from Deloitte commented that the world community is following what is happening in the U.S., and that foresight is necessary to prevent “knee-jerk” reactions. He recommended having more forums to allow for more active participation from organizations who are now just observers.

Alain Sadeghi from CareSpark commented that software is not going to solve security problems; security is a process not a destination. Interoperability, reliability, and accountability need to be included as well. He stated that privacy is a business issue, not a regulatory issue; however there is a need for regulations for minimum-security standards so that individual physicians can adopt EHRs. Identity theft issues are larger than HIPAA; identity theft costs the United States $70 billion a year. This highlights the issue of accountability. PKIs move accountability to the patient, and everyone at every level has to accept responsibility.

Adrian Gropper, from MedCommons, stated that federated identity management may be the only scalable solution for consumers. He recommended linking the transfer of private health information to the Nationwide Health Information Network (NHIN) with the use of an identity federation. This is similar to having a credit card; a consumer chooses which card to have, and the merchant chooses whether to accept that card. Voluntary participation in NHIN will provide valuable public interest benefits by preserving the trust of the consumer. Federated identity management enables independent PHR service providers to enforce the consumers’ informed consent. Conversely, RHIOs and Stark law exemptions promote the bundling of PHRs with EHRs; bundling limits portability and works against the public interest and limits both innovation and scalability.
John Moehrke, from GE Healthcare and CCHIT, commented on the benefit of focusing on the concepts behind identity proofing. Technology solutions are available, but the policies that bind those technology solutions into practical realities are not necessarily there. Risk assessment is important because it addresses applying the appropriate technology to the appropriate risk. He agrees that a federated approach is only one that is sustainable for identity management. It is also important to recognize that individuals may have very good reasons to have different identities; policies are needed to group identities under a single user. 
Michael Nelson from Health Market Science provided a different perspective on federated models. In this model, there can be multiple records for a person across multiple places; each record is incomplete and fragmented unless there is a method of linking. This can occur when providers change their names, change addresses, or change State licensing numbers. Instead, he recommends a master or centralized provider index. When authenticating and authorizing a provider to access data, there needs to be this external source of data in a master index to verify that person as the right provider. Also, a centralized provider database is more manageable than a centralized patient database because fewer individuals are involved. 
Closing Remarks 

The group discussed topics that need further information, which included:

· The definition of provider 

· The tension created by the rise of the PHR to provide more patient-centered care

· A federated identity approach

· A spreadsheet that will synthesize testimony by topic area

· A literature review on “tradeoffs” in risk assessments.

The group is scheduled to meet on October 6 for a 2-hour session to review and deliberate on the testimony.

The meeting was adjourned at 3:40 p.m. 
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