American Health Information Community

Confidentiality, Privacy and Security Workgroup
Summary of Web Conference Held November 2, 2006
Call to Order and Welcome

Judy Sparrow, AHIC Director, opened the Web conference. She reminded those present that this meeting is designed to meet the requirements of the Federal Advisory Committee Act. Workgroup members then introduced themselves.
Opening Remarks
Kirk Nahra and Paul Feldman, Co-chairs for the Confidentiality, Privacy and Security Workgroup, stated that the purpose of this meeting and the November 13 meeting is to develop recommendations on identity proofing to present to the AHIC, which will meet on December 12. 
Potential Recommendations

The Office of the National Coordinator (ONC) staff compiled a working draft document based on comments received by members. An introduction section is followed by general draft recommendations and specific recommendations on the secure messaging (SM), personal health record (PHR), and electronic health record (EHR) breakthroughs. Each recommendation provides additional information in the form of options, assumptions, constraints, and scope. Mr. Nahra added that these draft recommendations do not represent all possible future actions of the group, but rather represent the points where consensus can be reached for this iteration. 
To begin the discussion, Elizabeth Holland presented information on identity proofing and user authentication for two Centers for Medicare & Medicaid Services (CMS) applications. The first is MyMedicare.gov, which allows beneficiaries to view claims status, eligibility information, enrollment information, and address of record with Medicare. To register for a user ID and password, a beneficiary will need to know his name, date of birth, gender, Medicare identification number as it appears on his Medicare card, and zip code. A one-time password is then sent through the mail to the address of record with the Social Security Administration (SSA). At this time, the mailed password is sent as “Do not forward,” but CMS is looking into changing this policy. Tony Trenkle clarified that the process of identity proofing in order to obtain a Medicare card is conducted by the SSA based on Social Security records.

Ms. Holland stated that CMS is exploring accepting credential service providers using the government’s e-authentication process. The General Services Administration (GSA) performs assessments of credential service providers so that each agency can select from an approved list. GSA establishes ”trust” of the providers’ credentials; other agencies using the GSA process then also trust the credentials without having to do their own assessment, A “transitory trust” for low- to mid-risk applications is thereby created. GSA is responsible for getting service providers to agree to levels of audit and other business rules before they become certified providers. Ms. Holland stated that this service is attractive because it limits the number of user names and passwords that people have to remember. 
Ms. Holland then described the second application, the Medicare prescription drug finder, which allows beneficiaries to find plans available for them in their area and enroll in a plan. User identity proofing for this application is a knowledge-based system: the beneficiary needs to know his or her Medicare number, effective date, last name, date of birth, and zip code. Ms. Holland explained that the level of identity proofing and user authentication is lower for this application than for MyMedicare.gov because there is less risk involved; if someone broke into the system, he or she would learn only what plans are available in that area. This lower level of identity proofing was set intentionally, given that many seniors need assistance enrolling in drug plans and that the level of knowledge needed could be easily obtained for a caregiver or family member providing assistance. 

There was a rich discussion on identity proofing methods following this presentation. Workgroup member comments included the following: 

· The levels of assurance (LOA) used here are for the Medicare patient population; other services may need other LOAs. 
· Concern was expressed that focusing on identity proofing separate from user authentication may lead to skewed assumptions. The Workgroup has discussed this issue in prior meetings; to address this concern, the recommendation letter states that identity proofing is only part of the life cycle and that other stages have to be strong. 
· The differences between the two applications were highlighted: in addition to the elements included for the prescription drug finder, MyMedicare.gov requires the gender of the beneficiary during registration and sends a one-time password through the mail. This difference is based on the risk level: claims information requires the extra step for security. 
· While the Workgroup is moving toward in-person proofing for SM, the identity proofing for these applications could be considered as an alternative for the PHR breakthrough. However, Mr. Trenkle clarified that MyMedicare.gov is not an electronic clipboard or medication history as defined by the Consumer Empowerment Workgroup. CMS might implement different identity proofing methods for those types of applications. 
· The CMS examples provide two levels based on patient-entered data versus data that are presented. The group discussed ways of applying the methods of these narrow applications to a broader context. 
· It is arguable whether a Medicare card number sent through the mail constitutes “something you know” that is robust enough for sensitive claims and eligibility data. It was suggested that knowledge-based systems should contain data points that are not widely known on paper, such as the last three medications prescribed.
· In-person identity proofing was debated as a “gold standard.” Members remarked that when a patient presents to a doctor, the doctor might not know who the patient is. There have been cases of persons with “stolen identities” who present for and receive services.

· Medical ethical guidelines call for medical care to be given within an established relationship – and not for the first time – via SM or other electronic formats. 
· It is necessary to define “in-person” and “not in-person” better, particularly in the context of the uniqueness of information. 
PHR Breakthrough Recommendations

Focusing on the PHR breakthroughs, Workgroup members discussed looking at the potential risk and harm for that information and then developing a range of potential solutions. Members agreed, however, that pre-populated data in the registration summary and medication history is highly sensitive and that there is therefore no need for a range of options. A member proposed to add variables for the willingness to participate and the voluntary nature of participating in PHRs if they are sponsored by employers or health care plans. Also, some organizations, such as financial institutions, can bear more risk for fraud than others, such as health systems.
Using the MyMedicare.gov methodology as a starting point, Workgroup members decided that the knowledge-based elements were not robust enough to protect the data elements in the PHR breakthroughs; additional or more sophisticated data points are needed. The context for developing these data points is that knowledge-based methodology could be used as an alternative to a biometric method or another in-person method. Additionally, the Workgroup discussed the need for balancing the ease of use with privacy and security measures; if identity proofing becomes too difficult, people will not adopt PHRs. 
The group also discussed whether the goal is stating an exact methodology or defining a set of principles to be followed. While the goal is to state a preferred method, principles are needed to establish a threshold for acceptable options. The principles require developing a finer granularity of vocabulary. This will allow a spectrum from which consumers will opt in or out based on their comfort level of the risk of participating and sharing their information. 
It was proposed that the Certification Commission for Healthcare Information Technology (CCHIT) may be the appropriate body to develop a certification standard on privacy and security. While certification offers a methodology to develop and test criteria, it was noted that CCHIT is not the only body able to develop these criteria. Furthermore, for breakthrough demonstration projects, recommendations are needed in the interim even if CCHIT develops a timeline for certification. 
Recommendation: CCHIT should include in its testing regime for PHRs the manner and strength of identity proofing.

For an interim recommendation, the ONC staff will draft thresholds for establishing the criteria for in-person identity proofing. 
Recommendation: In-person identity proofing should be done in cases of an established relationship, and an alternative method is needed when that is not feasible. In-person methodologies will be defined. The recommendation will be explicit in that it applies to patient identity proofing only, although future recommendations may be drafted for providers or other third parties.

SM Breakthrough Recommendations 

Discussing the SM-1 draft recommendation, Workgroup members commented that “secure” needs to be defined. The Chronic Care Workgroup has discussed SM in the context of encrypted e-mail or Web portal-based communications with specific structure to the content; e-mail is considered as an acceptable form of SM if it can be secured and meets the needs of structured content. It was suggested that identity proofing is not as important for SM as user authentication. It was also stated that SM contains sensitive information because it almost always contains personal health information. In characterizing the exchange for this scope, SM has to be more than simple e-mail; have some structure; and be noted in the medical record in accordance with the medical ethical guidelines, which is already current practice.  
Workgroup members discussed the benefits of having similar levels of security across the breakthroughs, because the content has a similar level of sensitivity. Members also discussed whether they are setting the threshold too high for SM if current practices, such as telephone or fax, are not secure and those methods are not being addressed. It was acknowledged that this group cannot encourage adoption of SM on the basis of security, because any threshold will make it more difficult. While it is out of scope to make recommendations on other forms of communications, it is appropriate for this group to state they have concerns about current business practices. 

Recommendation: ONC will draft language regarding the similar level of sensitivity between PHRs and SM. While PHRs and SM are often linked in practice, this recommendation does not reflect any bias for the architecture of PHRs.
EHR Breakthrough Recommendations

There was agreement that EHR-1 should state more clearly that the sourced documents should be kept separate and that the recommendation should be neutral on whether they should be kept at all. Because pieces of paper can be scanned into an electronic format, the distinction between paper and other electronic files was deemed irrelevant. Workgroup members discussed scenarios for which sourced documents are stored in the EHR for purposes other than identity proofing. Members will contact the ONC staff if any additional feasible scenarios are developed.

Recommendation: If sourced documents and the unique data contained therein used to perform identity proofing are stored, they should be maintained separately from the EHR and other clinical data. 
It was also discussed whether recommendation EHR-1 was unique to EHRs or could be applied to SM and PHRs as well. 

Recommendation: EHR-1 should become a general recommendation. 

One member suggested that there may need to be a recommendation stating the converse of EHR-2 for PHRs – that is, if the PHR data are available to the EHR, the individual must be identity proofed. Requiring identity proofing before allowing access for other providers was also discussed; however, more discussion is needed, and a recommendation may be more relevant to authentication rather than identity proofing. 
Recommendation: An additional recommendation in the PHR section will be written stating that a patient must be identity proofed before that data can be used in the EHR.
General Recommendations

GR-1 states that these recommendations are not a substitute for conducting a risk assessment; however, this group has discussed levels of risk in developing the recommendation. Allowing individual risk assessments provides a loophole to disregard the recommendations. The Workgroup also discussed whether the recommendations could be considered as a floor and not a ceiling; in this case, going above and beyond the recommendations may increase the burdens and limit access to a level where it is no longer beneficial. 
Consensus: Delete Recommendation GR-1 for this iteration; the issue may need to be revisited in the future.
Recommendation GR-3 needed clarification on many issues, including: the definition of networked health services, how patient risk is assumed, and whether the extra level of security provided by two-factor authentication is worth the burden of implementing it. It was mentioned that recommendations citing specific technologies may be problematic because technology is rapidly changing. 
Consensus: Remove this recommendation until more information is available to address these issues.

Wrap-up and Summary of Action Items 
Mr. Nahra presented an overall plan for the Workgroup’s next steps: 
· Short term: The Workgroup will finalize the recommendations based on today’s conversation on November 13. To facilitate this process, the ONC staff will revise the draft recommendations document and prepare definitions for in-person proofing and other identity proofing options.
· Midterm: The Workgroup will discuss user authentication issues, and the ONC staff will begin this process by researching currently used methods.
· Longer term: The Workgroup will develop a focused plan for activities to be conducted over the next year; this may include furthering identity proofing recommendations and addressing broader issues.
Public Comment

None.
Confidentiality, Privacy and Security Workgroup Members and Designees Participating in the Web Conference

Attendees
Kirk Nahra



Wiley Rein & Fielding LLP

Paul Feldman



The Health Privacy Project

Jodi Daniel



ONC


Peter Basch



MedStar e-Health

Jill Callahan Dennis 


Health Risk Advantage

Steven Davis



Oklahoma Department of Mental Health and 
Substance Abuse Services 

Elizabeth Holland 


CMS
Tony Trenkle 



CMS

Don Detmer



American Medical Informatics Association

Flora Terrell Hamilton

Family & Medical Counseling Service

John Houston



University of Pittsburgh Medical Center, and 
National Committee

Y. Macomb (for Sam Jenkins)
TRICARE Management Activity, 



Department of Defense

Susan McAndrew (via phone)
DHHS/Office for Civil Rights
David McDaniel 


Veterans Health Administration
Deven McGraw


National Partnership for Women and Families

Allison Rein



National Consumer League

Paul Uhrig



SureScripts LLC
Thomas Wilder (via phone)

America’s Health Insurance Plans
Disclaimer
The views expressed in written conference materials or publications and by speakers and moderators at DHHS-sponsored conferences do not necessarily reflect the official policies of the DHHS; nor does mention of trade names, commercial practices, or organizations imply endorsement by the U.S. Government.
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