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FOREWORD

December 1997

The Depatment of Hedth and Human Services (DHHS) has the responshbility for preparing
national and regiona emergency plans and developing preparedness programs encompassing
hedth and human services. These operations must be performed, or rapidly and efficiently
resumed, under a variety of conditions, including emergencies tha may affect the Department

This Departmentwide sysem of plans. developed at the nationa level, encompasses our
continuity of operation and Government, and emergency management policies. It has been
developed, in cooperation with the Operation Divisons (OPDIVS), by the Office of Emergency
Preparedness (OEP) The god of this sysem is to ensure our effective management and
coordination of the DHHS response to al types of emergencies.

This system of plans encompasses the Department’s concept of operations for continuity of
operations and response to both domestic and national security emergencies. This concept of
operations is based on a nationd network of emergency coordinators, and on the ongoing
programs of the OPDIVs and Saff Divisons (STAFFDIVs)

We must be prepared to respond to the variety of emergencies that may face us, and this
sysem is the foundation for that effort. You need to know where these plans are when you
need them. You need to know what is in them. They will be updated as new programs are
developed.

Assigant Secretary for Hedth







THE EMERGENCY MANAGEMENT AND
ENTERPRISE RESUMPTION PLANNING SYSTEM
(EMERPS)

BASIC PLAN

l. INTRODUCTION

A. The Depatment of Hedth and Human Services (DHHS) has the mgor
respongbility for deding with the hedth and human services needs people experience during
emergencies. including those that directly affect the Department and its employees. The
Department’s many resources and ongoing programs are brought to bear throughout al phases

of the management of emergencies.

B. DHHS has in place a continuity and emergency preparedness and response system
through interagency agreements, a network of emergency coordinators, and the ongoing
programs of the Operating and Staff Divisons (OPDIVs and STAFFDIVs) The gods of the

sysem ae

! For those citizens in need of emergency care: To be efficient, responsive.
and compassonate and thereby save lives, dleviate suffering. and hep
States and locad governments, and other Federal agencies and Departments

provide assstance

t

For enterprise resumption (continuity of essentid operations) To mitigate
riks. ensure the life safety and well-being of employees and vidtors during
an emergency; reduce disruptions to operations. protect essentia equipment,
records. and other assets. minimize damage and loss. provide organizationa
and operational Sability. through relocation of critical Departmentd

functions and achies ¢ an orderly, recovery from emergency operations
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(%)

For Continuity, of Government (COG) To have in place a comprehensve
and effective program which has been coordinated with al Federd agency
continuity plans to ensure surviva of our conditutiond form of Government
and continuity of essentid Department functions in the face of a catastrophic

emergency

. PURPOSE AND BACKGROUND

A The purpose of the EMERPS is to help ensure that our response to dl types of
emergencies, be they domedtic, nationd security, or threats to our continuity. is effectively
managed and coordinated EMERPS sets out some principles (or guidelines and authorities)
that guide OPDIV and STAFFDIV emergency management programs. outlines the concept of
operaions for continuity operations and both domestic and nationad security emergencies, and
provides basic information on DHHS programs that can assgt in emergency Stuations and
identify DHHS plans, or other Federa plans, that have been developed to address specific
types of emergency Stuations

B. Evey year emergencies take their tall in lives and dollars on our Governmert,
busnesses, and indudtries. These events vary dramaticdly in scope and magnitude A
blizzard shut down much of the east coast for days. More than 150 lives were logt and
millions of dollars in damages incurred. Hurricane activity over the past severd years
increased in severity and destruction, cogting dozens of lives and hbillions of dollars in damage
to the east and gulf coasts of the United States A two-dam fire a the Department of the
Treasury (DOTRES) resulted in the evacuation of gpproximately 1,700 employees, and |eft
one-quarter of the building uninhabitable due to fire and water damage. The World Trade
Center bombing resulted in 6 desths. hundreds of injuries, and the evacuation of 40,000
people; the Alfred P Murrah Federa Center bombing killed 168 and injured more than 500

C  These events often strike without warning and have potentially monumental

human. economic. and socid consequences Proper planning for operaions in emergency

to
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conditions can lessen or. in some cases. mitigate the extent of the impact on persons. facilities.
and individud agency missons To most effectively respond to emergencies requires a
partnership among dl DHHS entities with responghilities and duties of each understood, well
defined, and reduced to writing

1. APPLICABILITY AND SCOPE

A. DHHS is the Federd Government's principal agency for protecting the hedth of
dl Ameicans and providing essentid human sarvices As such, the DHHS, by law and
Executive Order, is required to:

! Provide essentid hedth and human services to the victims of emergencies.

and

2. Have the capability to maintain continuous operations

B Each DHHS organizationd dement must therefore be prepared to not only
provide essentid services, but to do so during an emergency or threat of an emergency, and to
efficiently and effectively resume criticd operaions if they are interrupted. Planning for
meeting the demands of a wide spectrum of emergency scenarios is necessary. and is
accomplished by developing a sysem of plans.

C. This system of depatmenta plans serves as the overarching guidance for
Continuity of Operaions (COOP), COG, and emergency management planning. It provides a
foundation for the further development of detalled OPDIV and regiond plans and procedures
to implement Departmenta continuity or emergency response activities in a timey and efficient

manner

oyl
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D You do not need an indepth knowledge of continuity or emergency management to
implement the provisons of these plans This document serves as your step-by-step guide to
the activities necessary to see the Department through a natura, manmade. or technologica
emergency or disaster that requires DHHS support, or threatens the DHHS enterprise

1. EMERPS Structure

The sysem of plans is organized as follows

a Basc Pan: This Basc Plan provides an overview of the Department’s
gpproach to continuity, and emergency operations. It details policies.
describes how we organize for response. and assigns tasks. The Basic
Plan is an overview of the Depatment’s continuity and emergency
response organization and policies. It cites the legd authority for
continuity and emergency operations. summarizes the Stuations
addressed by the system. explains the general concepts of operation. and
assgns responghilities for continuity!. emergency’ planning. and

operations

b.  Functiond Annexes Functiond Annexes are plans organized around
the specific performance of a broad task Each annex focuses on one of
the critical emergency. functions that the Department performs in

response to an emergency’. These annexes include.

(1) Direction and Control (Incident Management System (IMYS)).
(2) Enterprise Resumption/Continuity of Operations Plan.

(3) Continuity of Government Plan. and

(4) Emergency Management Plan (EMP)
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2. Direction and Control

a  We will employ a sysem of direction and control caled the “Incident
Management System” (IMS) to manage emergencies affecting the Department and its
operations

b.  Emergencies and disasters have been defined as “extreme socia crises
in which individuds and ther socid sysems become disorganized and dysfunctiond.” Any
emergency requires an organized sysem of roles. respongbilities, and standard operating
procedures to manage and direct operations. IMS was developed in the firefighting
community, and has snce evolved into an “dl-risk/dl-agency” means of

(1) Lending consgtency to the way team members and agencies

function in an emergency, ad

(2) Fodeing efficdency by diminating the need to “renvent the

whed” for each new emergency

c IMS addresses the recurring problems commonly associated with

critical incidents and emergencies.

(1) Use of nongandard terminology among responding agencies,

(2) Lack of capability to expand or contract as required by the
Stuation.

(3) Nongtandard and nonintegrated communications,

() Unmanageable span of control.

Hes )
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(5} Lack of desgnated incident facilities. and

(6) Lack of a comprehensve resource management drategy

d IMS is basc busness management techniques. It will ad us in
performing the tasks of planning, organizing, directing, coordinating, delegating.
communicating, and evaduating during the course of an emergency. For the purposes of this
plan, IMS is defined as.

“The combination of facilities, equipment, personnel, procedures, and
communications operating with a common organizationa sructure, with
responsbility for the management of assgned resources to effectively
accomplish dtated objectives pertaining to an incident and/or event.”

e IMS is further defined in Functiond Annex A.

f. Policy-level officids and program managers who will provide direction
and control through IMS should become aware of the continuity and emergency preparedness
aspects of ther day-to-day programs, and should participate in the planning process dong with
emergency coordinators and recognized subject matter experts. This will facilitate the defining
of continuity and emergency roles and the training of managers, and will promote the use of
ongoing capabilities and resources, rather than relying on a “gandby” system that may become

obsolete from lack of use

3. Enterprise Resumption/Continuity of OperationsPlanning

a Continuity planning represents, in the truest sense, an organization's
assurance that it has the uninterruptible ability to meet its essentid commitments and reform
criticd functions no matter what the circumgtances COORP is defined as the measures we take
to continue to perform or rapidly restore minimum essentid critical functions or operations
during and after a severe emergency  The terin agpplies to activities related to the operational

6

HES
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integrity of our operaing elements a the nationd and regiond levels It provides for the
uninterrupted availability of al resources necessary to operate our enterprise a an acceptable
level. In the event of some form of disruption. we are not trying to maintain norma operation.
We are trying to maintain acceptable operations. Our plan charts the course to a return to

norma

b.  Our continuity planning, much like our emergency planning, provides a
graduated response to the full spectrum of the threat-natural, manmade. or technologicd. It
uses, as much as posshle, our existing contingency response structure. We document activities
in our plan that must be completed prior to an unplanned event, which will alow recovery from
that event. Recovery planning is the development of procedures for our return to norma
Together, contingency and recovery planning creste our overdl plan for continuity. This plan
describes the actions, resources, and procedures necessary before an unplanned event renders
inoperative any of our criticd functions or services. COOP is a dynamic process. Planning,
though criticd, is not the only component. Training, conducting drills, testing equipment. and
coordinating activities with the community and other Departments and agencies are other
important  functions.

c Our COOP defines the capability of the Department to continue to
operate, or rapidly resume operations, in an emergency or threat of an emergency. COOP may
include the activation of our emergency operdions centers a the nationd or regiond leve, the
evacuation of our personnd from their norma operating locations, the sdection and occupation
of a relocation dSte cgpable of supporting the continuation of our essentid activities, and the
provison of data processing, logigtics. and teecommunications support by temporary use of
nonstandard or dternative means. To ensure continued support during a COOP scenario. daily
on-line database, word processng, and E-mail backups on dl automated systems will be
conducted to safeguard loss of critical information These activities could be teking place while
we are involved in supporting other agencies/offices/dements in responding to the disagter, or

other concurrent disasters

Hisg
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d We will utilize a team gpproach in implementing Enterprise
Resumption (ER)/COOP. and employ the incident management system to direct and control our
activities. The use of trained teams provides the infrastructure necessary to direct a response,
relocation, and recovery operation The teams will receive specid training in managing
ER/COOP ectivities. In addition, the teams will be given specid emergency authority over a
wide range of areas important to successful response, relocation, and recovery

e Our plans will be periodicdly tested, and regularly communicated to
our employees and management. Employees must know what to do in case of an emergency
and how to go about it. Remember that contingency plans most often operate during times of
great stress and without key personnel. Trained teams following documented, tested
procedures are the best assurance of our success To assist Emergency Coordinators (ECs) at
al levds, emergency resumption action teams will be formed to assis ECs in the organizing of
initia deploying relocation teams and coordinating follow-on deployment activities.

4. Continuity of Government

It is the policy of the U S. Government to have in place a comprehensive an
effective program to ensure the survivd of our conditutiond form of Government and
continuity of essential Federa functions in the face of a catastrophic emergency. COG and
COOP programs remain an important hedge againgt current and future uncertainties and a
counter to new threets (including terrorism) in a new era of proliferating technologies and
materias related to wegpons of mass destruction (WMD). The COG annex to EMERPS is
classfied. Authorized users may obtain copies of the Annex from the Office of Emergency
Preparedness (OEP)

5.  Emergencies

a  Anemergency is any unplanned event that can cause deeths or

gonificant injuries to the public. our emplovees. or our customers. or that can shut down our

Hex
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business processes. disrupt operations. cause physica or environmental damage
Paragraph VII B of this annex. “Assumptions. ™ further details categories of emergencies For
the purposes of this plan. we will define an emergency and critical incident as

“Any naturd or manmade event, civil disturbance,
or any other occurrence of unusud or severe nature
which threstens to cause or causes the loss of life

or injury, loss of functiondity, and/or severe
damage to property and requires extraordinary
measures to protect human lives. meet human
needs. achieve functiondity, and recovery. “

b Obvioudy, numerous events can be “emergencies” including:

(1) Fire,

(2) Hazardous materids incident,
(3) Hood or flash flood,

(4) Hurricane, £ e e 0RO 1031 CST
(5) Tornado, : |
(6) Winter gorm.

(7) Earthquake,

(8) Communicaions falure
(9) Extended computer outege,
(10) Radiologicd accident.

(11) Terrorism,

(12) Civil disturbance,
(13) Exploson, and
(14) Informaion wafae

c Many of these events may be preceded by a warning phase in which our
operating eements will have varying degrees of time to prepare and mitigate or respond to the

Hiy
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consequences of the event  Therefore. for the purposes of EMERPS. a critical incident is an
emergency in which forewarning (advance notice) is provided. alowing preparatory actions to

be implemented/prestaged.

d Each event must be addressed within the context of the impact it has on
our Department and the affected community Impact andyss is described in Appendix 1 to
Functiond Annex B. “COOP Planning Guiddines ”

6. Princples of Emergency Management

The following principles have been developed to guide the development of
the DHHS EMERPS and supporting plans.

7. Comprehensve Management of Emergencies

A sysem of plans, adaptable to the full range of al hazards, will be utilized.
(All hazards refers to any number of natural or manmade disasters or emergencies such as
hurricanes, earthquakes, forest fires, floods, oil spills radiological contamination, power
outages, nuclear atack, or sabotage. Emergencies and magjor disasters, as defined by
42 U.S.C. 5 122, are included ) An “dl hazards’ approach to planning incorporates many
aspects of nationd security preparedness with an effective emergency response system.
Nationa security preparedness in isolation from preparedness for emergencies results in
sysems on standby for defense becoming moribund, with staffs assgned to these functions out
of the mainstream of ongoing activity. Experiences gained from the full range of naturd.
manmade, and technological emergencies should be incorporated into the planning and

response to maintain currency

8. Interagency  Coordination

HER
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An effective emergency response. whether it be in support of our citizenry
or in support of maintaining our essentiad Departmental operations. requires the participation
of a number of Federd, State. and locd agencies with interfacing respongbilities. Interagency
coordination is best achieved through the development, coordinaion, and exercisng of specific

plans on an annua basis by the respective agencies in advance of the emergency Stuation

9. Coordination With States and the Private Sector

Because of the key role that State and local governments and the private
sector play in responding to emergencies, and in responding to events that affect this
Department’s continuity, emergency planners should work in close cooperation with State and
loca officids and representatives of private organizations Such coordination can hep in
developing more effective plans and programs for al phases of emergency management
Region-levd plans should be tested in conjunction with scheduled State and Federd regiond

Eemergency exercises.

10. EMERPS Measures of Success

a We will devdop and maintain plans that.

(1) Are the result of cooperative thinking and design by a cross
section of involved and responsible management and key
personnel.

(2) Are redidicaly tested with appropriate stress. and with test
results that are acted on

(3) Are updated as a norma course of operations as changes in our
enterprise. organization. Saffing. processes, and technology

occur

HES
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(4) Employ of cog-effective prevention as well as reactive measures

(5) For those ditizens in need of hedth and human sarvices
emergency assdance ae efficient, responsve, and
compassonate and thereby save lives, dleviate suffering, and help

States and loca governments provide assistance.
(6) For continuity of Department operations

(a) Ensure the safety and well-being of employees and vistors
during an emergency;

(b) Reduce disruptions to operations,

(©) Focus on criticd functions;

(d) Protect essentia equipment, records, and other assets;

(®) Minimize damage and loss,

(H Provide organizationd and operationd ability, facilitate
decison making during an emergency, and achieve an

orderly recovery from emergency operaions, and

(2) Are based on complete and redigtic impact analyss and
periodicaly revidted to ensure continued viability as our

enterprise  changes

b Thissyvstem of plans will achieve these measures of success by

promoting an integrated approach (o DHHS continuity and emergency preparedness so that the

12
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Department can respond rapidly and effectively regardless of the cause. time. place. or size of
the dissster Every employee's efforts are critica to our ability to cope with and overcome
emergency responses and/or disruptions to our enterprise. We must be prepared to respond to
the emergencies that may face us, and this plan is the foundation for that effort Know where
these plans are when you need them Know wha is in them

IV. AUTHORITIES AND DELEGATIONS

Authorities and References for the DHHS EMERPS are found in XIlII, Authorities and
References. on page 104 of this Basic Plan.

A. Dedegation to Heads of Operating Divisons

Continuity of Essentid Functions. The Secretary has delegated to the head of each
OPDIV the authority to develop plans and take actions necessary to assure that the OPDIV will
be able to perform its essentia functions at headquarters and regiond levels, continue as a
viable pat of DHHS during any emergency, and respond to major disasters  Létters of
delegation are found at Tab A-2 to the EMERPS Basic Plan.

B. Emegency Program Functions
The Secretary has dso delegated to the head of each OPDIV the authority to
prepare national and regional plans and develop preparedness programs covering those
functions and respongbilities appropriate to the OPDIV in accordance with the requirements of
Executive Order (EO) 12656. PL 93-288. and the DHHS EMERPS

C. Coordination Functions

The Secretary has delegated to the Assstant Secretary for Management and
Budget. authority to develop and maintain emergency and disaster assstance plans and




EMERPS - DRAFT Basic Plan

measures for the Office of the Secretary,. to direct. coordinate. and monitor the performance by
the heads of the OPDIVs and by the Regiond Directors of the preparedness responshilities
assigned to them. and to prepare emergency plans covering functions that must necessarily be
centraized at Office of the Secretary (OS) levels.

D. Spedific Deegaion of Respongbilities

The Secretary has assgned responghility for oversght and coordination of dl
DHHS emergency preparedness plans and programs to the Assstant Secretary for Management
and Budget The focd point for this activity is the OEP. The Secretary has assigned to the
Regiond Directors (RDs) the responghbility of assuring that these emergency services are
provided in their respective regions. Letters of delegation are found a Tab A-2 to the EMERPS

Basc Plan.

E. Implementation

The Secretary has not authorized the heads of OPDIVs and the RDs to redelegate
the authorities assigned to them. This dgnifies that each will be hed persondly responsible for
the accomplishment of the functions assgned to him or her.

V. POLICY

A The OS will coordinate Emergency Response Plans across OPDIV'S to support the
development of Departmentwide response plans a the nationd level. The Regiond Directors
(RDs) will coordinate across OPDIVs at the regiond level and develop regiond emergency
response plans with gppropriate linkage to the nationd plans and to State Emergency Response
Plans All DHHS plans will be written following the IMS for direction and control during
emergency responses The IMS is designed to enhance and reinforce the normal Chain of
Commeand found within al DHHS Regions and OPDIVs The IMS is described in Functional
Annex A to EMERPS
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B.  Current policy guidance places primary reliance upon the regular chain of
command and ongoing programs as the mechanism for conducting ER/COOP and COG
planning during a critical incident or emergency. All offices and program areas in DHHS
share the responsibility for COOP/COG and therefore should define the COOP/COG
preparedness aspects of their day-to-day responshilities and include their emergency
preparedness functions in their work plans. Policy officdds and program managers must be
involved in developing the COOP/COG plans. By means of such activity and involvement,
DHHS makes use of its enormous depth and breadth of hedth and human services experience,
and the wide variety of DHHS employees who can be called upon to respond to emergencies.

C  The Emergency Coordinators (ECs) of the STAFEDIVs, OPDIVs, and Regiond
Offices are respongble for leading the development of Emergency Response and COOP Plans
that follow the generd guidance provided by this plan. These plans will dlow al dements of
DHHS to be prepared to provide a coordinated emergency health and human services response
during dl contingencies with a minimum of disruption of critical services and operations. Once
completed, these emergency response plans should be tested annually and should be adaptable
to any mgor emergency response required by DHHS a the nationd, regiona, or loca leve
The plans should be tested annudly within the framework of the Federd Response Plan (FRP)
and dl other Federd-levd plans

VI.  OBJECTIVES

The primary objective of this sysem of plans is to ensure the provison of emergency
hedth and socid services and continuity of operations during any emergency response required
of the DHHS. This means that al dements of DHHS should be cgpable of functioning and
providing the full range of essentid Government services during the course of any emergency
response. The second objective is to ensure that DHHS is able to properly manage dl of the

Department’s resources for hedth and sociad services during any emergency response
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VIl.  SITUATION AND ASSUMPTIONS

A. Stuation

During the 1980s and early 1990s. much of the DHHS emergency response
doctrine was focused primarily on the worst case threat of a massive nuclear laydown on the

United States as a result of a confrontation with the former Soviet Union (FSU)

The end of the Cold War and the breskup of the Soviet Union have sgnificantly
reduced the probability of a mgor nuclear attack on the continental United States (CONUS) It
has not made us complacent Other threats continue or are even increesng in likelihood, and
the Department must remain capable of continuing critical operations in the presence of a wide
spectrum of threats from limited military operations to terrorist activities and natural or

manmade disasters.

This plan updates DHHS concepts and plans for an al hazard and continuity of
operaions approach to accommodate the revised threat. The updated plan will retain a worst
case gpproach to developing capabilities and procedures, but increased emphasis will be placed
on having an enhanced capability for a broader scope of operations across the full spectrum of

emergencies and criticd incidents

1. Emergencies

Emergencies cannot be stereotyped-they take
many forms. they can involve smple or complicated combinations
of consequences resulting from various circumstances. Each may
occur aone or in combination with another. In some cases. there
may be a secondary emergency resulting from the magnitude or
characterigic of the first emergency Emergencies generdly fdll
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into five categories
a. Actsof God (Natural Disasters)

The most commonly recognized
forms of disagters in this category include earthquakes,
floods. hurricanes, tornadoes. snow storms, forest fires,
and droughts Some lesser recognized occurrences might
include freezes, extreme cold, and sea surges. Natura
events can devastate DHHS facilities and direction. control,

and communications infrastructures

b. Manmade and Technologicd Hazards

With the rgpid growth in technology
and associated sciences comes new and potentially catastrophic
hazards creating monumental emergency response
requirements of and for personne, equipment, and finances.
Disagers in this category include nuclear waste disposd soills,
hazardous materids accidents, utilities falures, pollution,
crashes, explosons, urban fires, toxic substances, radio-

logicd. and epidemics. Events such as fires, nuclear power
plant accidents, collapse of large structures, and mass
trangport accidents can cause DHHS facilities to become unusable.
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C. Internal Disturbances

This category may not receive the wide-
spread media coverage as some others but can be just as costly with
locdized impact. Some examples include riots. other civil

disorders. demondtrations out of control, prison breaks, strikes that

result in violence, information warfare (IW), hostage dtuations, or even disgruntled employees

d.  Teroriam, Including Employment of Wegpons of Mass Destruction
(WMD)

Tearorig activities may involve conventiona
wegpons and materids, or nuclear, biologica, and chemica (NBC)
WMD. While the most probable threat to the United States is
agang its oversess fadlities, the threat againgt the CONUS is
believed to be on the rise. The 1993 attack againgt the World Trade
Center in New York City and the 1995 attack against the Alfred P.
Murrah Building in Oklahoma City illugrate the reldive ease with
which this type of attack may be executed.

e.  Attack

This is the ultimate emergency for any
country or people. Generdly accepted actions fdling into this
area include conventional and/or NBC warfare. Portions of the
FSU retain a formidable nuclear cgpability. In addition, severd
other potentidly hostile nations are expected to be able to

produce and ddliver nuclear wegpons within the next few years This threat remains the one

requiring the greatest degree of protection and survivability. and is often referred to as the
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“worgst case’ threat A large-scale nuclear atack on the United States. though 4ill possble is
not consdered to be highly probable. while the likelihood of smdl-scae no-warning attacks
and terrorigt activities is increasing  In addition. the possibility of a missing nuclear device
appearing in a hogtile country or group as a result of the breskup of the former Soviet Union is
very high-the world is not a safe place.
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f.  Material and Energy Shortages

These emergencies usudly result from
activities such as drikes. price wars, resource scarcity, and labor
problems and may not have large geographical impact
Nevertheless, they can be quite detrimenta to persona resources
and emotiond dability

2. Emergency Definitions and Principles

a. Disagter. A dissgter is a serious disruption of the functioning of a
society, causng widespread human, materid, or environmental losses that exceed the ability of
the affected society (or community) to cope using only its own resources Disasters are often
classified according to their speed of onset (dow or sudden), or according to their cause
(naturd, manmade. or technologica)

b. Emergency. Another term closdy related to disaster is emergency.
An emergency might be regarded as a particular type (or subset) of a disaster  “Emergency”
suggedts an intense time period and leve of urgency. An emergency is bound by a specific
period in which lives and essentid property ae immediately a risk A disaster can encompass
a more generd period in which there is a clear and marked deterioration in the coping abilities
of a group or community Unusud initiatives by groups. communities, and externa

intervention are aso evident during this period.

c. Dissgters and emergencies ae fundamentd reflections of normd life.
They are consequences of the way organizations and societies structure themsalves,
economicdly and socidly. the way organizations. societies. and governments interact, and the
way relaionships between decision makers are sustained It is essentid to make a distinction

between hazards and disasters (including emergencies). and to recognize that the effect of the

20
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former upon the latter is essentially a matter of an organization's, society 's. or government’s

vulnerability

d.  Hazard. A hazard is a rare or extreme event in the natural or human-
made environment that adversaly affects human life, property, or activity to the extent of
causng a dissster It may be a sudden onset hazard. such as an earthquakes, or dow onse.
such as pest infestation.

e.  Consequences and effects. The variety of consequences and effects
makes geneardizaions difficult, but the following may be experienced by people in varying
degrees.

(1) Desth, injury,

(2) Loss of means of livelihood,

(3) Displacement, family separation, and lack of sheter and

household necessities;

(4) Communities becoming separated from services previoudy
provided;

(5) Lack of potable water;

(6) Communicable diseases and overcrowding,

(7) Possble communications and logigtics problems;, and

(8) Insecurity,
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f Mitigation is the collective term used to encompass al actions taken
prior to the occurrence of an emergency or disaster (preincident measures) including

preparedness and long-term risk reduction measures

g Preparedness consdts of activities designed to minimize loss of life and

damage. organize the temporary remova of people and property from a threatened location.
and fadlitate timey and effective rescue, rdief, resumption, and rehabilitation

3. Gened Principles of Emergency Response

The overdl ams of emergency response and assstance (pre-, trans, and

postincident) are to

a Ensure the survival of the maximum number of people, and maintan
them in the best possble hedth, given the circumstances

b Reegtablish sdf-aufficiency and essentid services as quickly as
possble, with specid attention to those most vulnerable, and
underprivileged whose needs are usudly the greates.

c Repair or replace damaged infrastructure and regenerate viable
economic  activities  To do this in a manner tha contributes toward
long-term development goas and reduces the vulnerability and risks
associated with any future recurrence of potentidly damaging hazards

3. Phasss in Emergency Response

a  Alet (Warning/Preimpact Period): The period beginning when a
public warning of an imminent threet is issued until its actud impact (or the threat passes and
the warning is lifted) During this period. precautionary, or contanment measures (mitigation)

M
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are taken to minimize the potentia adverse effects of the expected incident This can include

evacuation. securing dructures. building defenses. and mobilizing resources

b Response Phase (Tramincident): The period immediatdy following
the occurrence of an emergency or sudden disaster. In this phase, exceptionad measures are
needed to save and sugtain the lives of survivors and to help them meet basic needs for shdlter,
water. food, and medica care Response activities are continued for as long as there are
serious and immediae threats to human life and well-being, and people are unable to meet thar
basc survival needs. Activities include:

(1) Search and rescue to find and rescue trapped or isolated

UNVivors,

(2) Providing the assstance needed to ensure the survival of the most
severdy affected, and

(3) Edablishing essentid communications and trangport services to
support these operations.

c Pogtincident (Recovery) Phase The period during which actions are
taken to enable survivors to resume norma lives and means of livelihood, and restore
infrastructure, services, and the economy in a manner appropriate to long-term needs and
defined development objectives. Certain relief or welfare measures that favor specific
disadvantaged. and more vulnerable groups. may continue for some time during this phase.
Recovery encompasses both:

(1) Rehabilitation. the reestablishment of basic community services
and the redtoration of badc living conditions, and

[ ]
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(2) Recongruction. the repair or replacement of damaged physica
gructures and mgor infrastructure

5. Muyths About Behaviora Responses to Emergencies and Disadters

a Panic and disorderly f7ighr in the face of danger Few people are
observed to panic in the face of an emergency or dissster Even when an evacuation is
ordered, the mgority of personnd are reluctant to act and do not want to leave. When forced

to evacuate, most move in a responsble manner

b Disaster survivors are shocked and helpless. On the contrary, the
moativation of the uninjured survivors is often the greatest resource in saving others. providing
casudty care. restoring essential service, and beginning the process of recovery  Ther
resctions are sometimes more rationa than those of the outside relief workers, however,
interveners who act as if survivors were helpless can create a sense of helplessness and
dependence. Those who take a paterndistic gpproach to dispensing aid can create unredigtic

expectations and demands from the survivors.

¢.  Disasters are random killers The poor are the hardest hit, especidly

women, children, and the dderly

d  Search and rescue depends on formal rescue organizations. The

mgority is done by felow survivors

e.  Survivors relv on relief organizations for their immediate needs. They
help each other to seek help from friends, family, and locd inditutions.

f Public shelters and temporary relief camps are needed after a disaster
People go to shelters only as a last resort  Resources invested in establishing temporary shelter
after a disaster may be better used to support immediate repair and recongtruction efforts. or at
least to provide materias that can be reused in such efforts
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14 Epidemics gre an immediate threat after every disaster Epidemics do
not spontaneously occur after a disaster. and the presence of corpses does not lead to
catastrophic outbresks of disease. The key to preventing disease is to improve sanitary

conditions and educate personnd.

h.  News media accounts are generally accurate. They are often
inaccurate. or & least mideading by focusng on the most extreme cases of damage, which are
not typical.

i Things are back to normal within a few weeks The effects of a disaster
lagt long time-much longer than the media and nationd interest and sympethy evoked initidly
by the disaster.

J Any kind of assistance is useful, and is needed immediately —Hasty
responses based on impartiad assessments contribute to chaos and consume vauable resources
that could be better used for other priority needs. The affected personnel and services often
cover immediae lifesaving needs.

k. In practice, outsde responders often underestimate the resources and
capacity of the affected personnd to take responghbility for their own survivad and recovery.
Materid assstance following sudden emergencies and disasters generdly

(1) Far exceeds actud needs,

(2) Isin proportions larger than needed or usable,

(3) Requires sarvices and facilities that could be used for more
essentid  tasks.
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(4) Often causes conflicts among relief agencies.

(5) Adds to the problem of congestion. and

(6) Inhibits locd initictive.

| Effective emergency response requires.

(1) Professona assessments leading to agreed definitions of need and
appropriate assstance drategies,

(2) Close coordination and information sharing between dl involved
parties, and a concerted effort to mobilize and dlocate the

required resources,

(3) Effident management arangements, and

(4) Continuous monitoring of the Stuation and operationa
performance, and responsveness to new information and
changing needs

m. The three aspects of effective response include communications,

information, and coordination.

n  The rgpid establishment of tdecommunications links with dl affected
aress is essentiad for both reporting assessment data and operationd management  The latter
aso demands the capability to link with al locations where supplies could be obtained and

stored

0 Information about diverse needs. resources on hand and/or in the

pipeine. and logigtics capacities and condraints. is the basis for decisons regarding resource

20




EMERPS —~ DRAFT Basic Plan

dlocations and operations management at al levels Information must be reliable. up to date.
and intdligently andyzed It must be shared regularly. with dl concerned  Systems must
ensure the reporting of reevant information and its sysematic storage, andysis, and use by
policymakers and operational managers

p. Many different groups have roles that may be interrelated. or even
overlapping. The coordination of dl activities and efforts is essentid for achieving objectives
and making the mogt effective use of avalable resources. Coordination must be both forma
and informa. Regular meetings are an absolute necessity During any mgor emergency. there
should be broad-based meetings at al levels. Experience shows the values of subgroups being
formed on specific topics (such as movement control, and logidtics). Informa meetings of
response groups can be helpful.

q. Assessment qudity is the key to effective response and achievement of
response objectives. The availability of resources is dso clearly a factor to the possbilities of
mobilizing resources, and is sgnificantly influenced by the percaved qudity of the assessment
The needs and proposed drategies must be presented convincingly.

r Timing. The assessment-at least the initia assessment-must be

completed rapidly in dl aress in order to provide a basis for dlocation of resources

s. Decisive Action. Once these prerequidites are assured. effective
response depends on decisive action to implement the sdected strategies. Leadership and a
practical, problem solving approach is required a dl levedls. While dear overdl direction is
needed from the respongble authority (setting policies and standards. and defining basic criteria
and procedures). management responsibility should normaly be decentrdized as much as

possible
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6. Other Conddeations

a  Egablishing Overdl Priorities. The focus initially should be on areas
where damage and losses are expected to be the greatest, and on saving lives and enabling
critical fadlities and lifdine services to function State and local civil authorities participate in
the definition and establishment of priorities (see the Direction and Control, Functiond
Annex A to EMERPS)

b. Panners and operationa personnd should make congructive use of dl
avalable mechanisms to achieve the desired objectives. including the use of the private sector,

where appropriate.

B. Assumptions

1. Emergencies or threstened emergencies may adversdy affect the U.S or the
Department’s ability to continue to support essentid operations and to provide support to the
operations of clients and externd agencies

2. Personne and other resources from DHHS and other organizations outsde of
the area affected by the emergency will be made avallable if required to continue essentia
operations.

3 Communications will be interrupted. Alternate communication means will
be heavily rdied on. necesstaing augmentation of exising Depatmentd resources. Activities
will be conducted according to tested procedures within an agreed upon timeframe until
communication is established.

4 Public expectations of a timely State and Federd response to disasters are
high. The American public expects d1 Federad agencies will respond to their needs in a timely

manner  Failure to have a recovery plan is no excuse
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5 Incidents may involve events with no impact outdde of a loca community or

area For the purposes of this plan. emergencies will be categorized as

a.  Minor: Minor emergencies involve limited amounts of noncriticd
records. material, media. or equipment items and which OPDIV gaff and/or the property
management or facilities depatment can handle without outsde assstance or expertise. The
DHHS Operating Unit Head/Responsble Officia will manage the response and recovery from
the inddent Team activaion will not be necessary.

b.  Moderate: Moderate emergencies involve subgtantiad numbers of
records, materia, media, or equipment, or where physical damage is likely to be more severe,
and where help or expertise from outsde the DHHS Operating Unit is likely. Emergency
natifications within the operating unit and Department will be followed as far as the DHHS
Operating Unit Head/Responsble Officid feds is necessary. Assgtance from the Emergency
Response Team may or may not be necessary

¢.  Major: Mgor emergencies involve dgnificant numbers of records,
faclities, media. materid. and equipment where physcad damage is severe. and where
expertise and assstance outside the Department will be required. Emergency natifications will
be followed completely. Assistance of the Emergency Response Team and. if relocation is
warranted, the Relocation Team, will be necessary.

d. NOTE: Because of the varied nature of potential incidents and

emergencies, these definitions are provided only as general guidelines

6. The incident Ste may dso conditute a crime scene. limiting access and

warranting special precautions to preserve the scene and protect evidence
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1 Access (¢ the fadlity or fadlities affected by the criticd incident or
emergency will be denied for whatever period of time it tekes to stabilize the Stuation  This
period of time could vary from hours to months

8 Agencies that commonly support DHHS operations may be unable to

continue their support in the event of a large-scde emergency.

9. Efficent and effective retoration of operations requires the use of an
emergency management sysem that organizes the tasks of planning, organizing, directing,
coordinating, ddegating, communicating, and evduating. The sysem DHHS will employ will
be the Incident Command Systemy/Unified Command System (ICS/UCS)

C. Concept of Operations

! This Concept of Operations (CONOPS) explains the Department’s overal
approach to an emergency situation, i.e., what should happen, when, and a whose direction
The CONOPS includes the Department’s intentions on who accomplishes missons and tasks,
including the DHHS operating dements, teams, and personnd involved. It dso outlines the
time phasng of emergency and enterprise resumption operations, the general nature and
purpose of operations to be conducted, and the interrelated or nationa arrangements for cross
agency/ Department support, coordination, and cooperation needed for successful execution.
The CONOPS aso includes an estimate of the duration of operations so that operating element
supporting plans can be prepared where required.

2. The functiond annexes to EMERPS include detalled CONOPS that identify
direction and control, det and warning, divisons of responghilities, indructions on activation
of the appropriate plan(s). “action levels’ and their implications, a general sequence of actions
before. during. and after the emergency Stuation: and who requests ad and under what
conditions  Responghility for oversight and coordingtion of al DHHS emergency management
activities. including enterprise resumption. rests with the OS
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a. Emergency Management and Enterprise Resumption Panning
Guiddines

The Depatmentwide enterprise resumption and emergency
preparedness dructure operates within the following operationd guidelines

b. Planning Authority

This section provides authority and general policy guidelines for the
development and publication of plans by DHHS operating elements. It is primarily gpplicable
to emergency management and enterprise resumption program officids and public information
officers a nationd and regiond headquarters. Further details on programs provided by
DHHS, or by other Federal agencies and departments are provided in the applicable Federd
plans and in FEMA 229(4), November 1995, “Disaster Assistance: A Guide to Recovery
Programs. "

c. Generd

“The head of each Federd Department and agency, as gppropriate,
ghdl coordinate with State and local government agencies and other organizations, including
private sector organizations, when appropriate. Federa plans should include appropriate
involvement of and reliance on private sector organizations in the response to nationa security
emergencies, assg Stae, locd. and private entities in developing plans for mitigating the
effects of national security emergencies and for providing services that are essentia to a
national response. ensure that plans consider the consequences for essentia services provided
by State and loca governments, and by the private sector, if the flow of Federd funds is
disrupted * (EO 12656)

31
HES



EMERPS - DRAFT Basc Plan

d. Spedfic Pan Publication and Authoring Guidance

(1) In addition to the usud public information clearance, publications
intended for non-Federa audiences shdl be carefully checked by the author to assure
conformance to Federd Emergency Management Agency (FEMA) and Departmenta policy
guiddines  In rare cases in which a sgnificant Federa policy or pogtion is unclear,
prepublication review by FEMA, or another agency, may be necessary

(2) DHHS Credit and Imprint will be incorporated in al emergency
management and enterprise resumption plans. Materids developed within DHHS shdl clearly
identify DHHS as the author  In the event DHHS operating element emergency management or
ER materids are included in another agency’s publication (e.g., FEMA), DHHS shdl be
dearly identified as the author and, if appropriate, the document shdl include the DHHS
imprint on the title page beside the publishing organization's imprint. Materias developed
under DHHS contract, purchase order, grant, etc , may not be published by that organization
or author until clearance is obtained from the Director of OEP, and must give full credit to
DHHS sponsorship on the title page.

e. Emegency Management and Enterprise Resumption Plan
Deve opment

(1) Functiond Annex B outlines the process for developing
ER/COOP In short, in order to carry out the functions delegated by the Secretary, each
OPDIV Head and RD is to have in place emergency operations plans applicable to the full

range of criticd incidents and emergencies

(2) Written plans for emergency management and ER will be
prepared, published. and maintained by the head of each Operating Divison. Regiond
Office. and goecified fidd ingdlations
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(3) Plans are to be in place to take actions necessary to assure that
OPDIV headquarters and regiona organizations will be able to perform ther essentid
functions and continue as a viable pat of the Department during a critical incident or
emergency, and will be able to respond under the Federa Response Plan (FRP) or other
authorities to dl hazards events.

f.  Office of Emergency Preparedness

(1) The Office of Public Hedth and Science's OEP is responsble
for developing plans and response capabilities for the OS: directing, coordinating, and
monitoring the performance of heads of STAFFDIVs., OPDIVs, and RDs; carying out
emergency preparedness and ER respongbilities assgned to them; and preparing
Departmentwide plans that consolidate and coordinate OPDIV and STAFFDIV plans at the
nationd headquarters level.

(2) As the focd point for al emergency preparedness planning
and operations activities, the OEP provides.

(a) Actud Criss Management. The OEP professond deff
and facilities are available to coordinate DHHS activities
during an actud crids, or to provide staff support and
expertise to the Secretary’s designated/senior officia
(Incident Commander (IC) under the IMS). (See
Functiond Annex A.)

(b) Representation.  OEP represents DHHS on committees,
task forces. and a meetings concerned with emergency
management and ER planning and operaions, and
arranges for participation in such meetings by concerned
DHHS dffidds

()
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(d)

(e)

®

Liason. Through its edablished working reaionships
and interagency committees. OEP can assst DHHS
offidas in making contact with gppropriate officids of
other Federd Depatments and agencies in establishing
improved cooperative working reationships. and in
negotiating forma agreements and memoranda of
understanding (MOU).

Conaultetion and Advice. OEP provides direct personal
advice, conaultation and information to DHHS officids
requiring assisance in deding with specific emergency
management or enterprise resumption planning,

operations, projects. or problems

Orientation, Briefing, and Traning. OEP will, upon
request, provide genera or classified briefings to indi-
viduds or groups concerned with aspects of DHHS
emergency management or enterprise resumption activities
or programs. Training and audiovisud ads are avalable

on a variety of emergency program subjects.

OEP maintains the centrd files and reference library on dl
emergency management and enterprise resumption-related
matters, including record correspondence relating to
policy, pertinent publications, records, and reports of
DHHS involvement in specific operaions, and technica
reports, manuas, plans, etc.. on a variety of subjects

OEP receves initid stocks of dl emergency management

and enterprise resumption-related publications from
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FEMA and other agencies and organizations, and distributes
these to the DHHS officials concerned.

(h) OEP maintains the central library of Federd and regiond
plans, policy, and procedural guides, and other issuances,

and provides secure storage for classfied documents.

@) During mgor emergencies or disasters or other crises
involving severd regiond offices and/or Operating
Divisons, OEP activates DHHS emergency operations
and/or Emergency Support Function (ESF) #8 operations,
establishes daly stuation/problem reporting, compiles
summary reports, and informs key officids of current and

future activities.

g. Emergency Coordinators

(1) At nationa headquarters an emergency coordinator shah be
designated for the Department and for each OPDIV, and an EC shah be designated for each
agency within each OPDIV. In each region, an EC shah be designated for the RD and an EC for

each OPDIV within the region. Within the Public Hedth Service (PHS), each agency shdl
designate an EC.

(2) Currently there are 22 ECs throughout the Department. Within the
PHS, each agency has a person designated as the EC. The DHHS, PHS, National Ingtitute of
Hedth (NM), Food and Drug Adminigtration (FDA), and Centers for Disease Control and

Prevention (CDC) coordinators are full time; the others have collatera duties.

(3) The same dructure is reflected in the regions. Each RD has an EC
and each OPDIV dso has a designated coordinator in each region. This chain of
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communication is established Departmentwide to coordinate and manage the Departmenta

response to the full range of emergencies.

h.  Emergency Coordinator Responsibilities

(1) The ECs are responsble for emergency management and ER
planning and response activities for al hazards, including national emergencies such as a
conventional war or nuclear attack. They shdl be familiar with emergency management and ER
plans and programs of other Federal Departments and agencies, of State governments, and of
nationd non-Governmental organizations such as the American Nationa Red Cross (ANRC),
that are concerned with the hedlth and welfare of the nation.

(2) This network of ECs establishes Departmentwide coordination and
management of the Departmental response to the full range of critica incidents and emergencies.

(3) The network of coordinators dso assss policy-leve officids and
program managers in preparing for and responding to emergencies of al kinds.

(4) ECs provide continuity, experience, and skill in deding with the
full range of disasters, emergencies, and threats to enterprise continuity. Other officias provide
necessary subject matter expertise to plan for and respond to emergencies.

(5) The OEP shdl provide Depatmentwide policy guidance and
coordination. The OPDIV headquarters and regiona office ECs shdl implement such guidance
and provide additiond direction to the OPDIV or region.

(6) Because the scope and magnitude of emergency preparedness

respongbilities and requirements involve the entire Department and require frequent contact with
officids in other agencies within and without the Department, the emergency preparedness
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function can be mogt effectively performed if the headquarters. OPDIV. and principa regiona
coordinators are located in the Offices of the Secretary. OPDIV heads, and RDs. and have a
grade levd high enough to ded with dl requirements

(7) The OPDIVs are responsible for developing the capability for
emergency management and ER operations. These functions are essentid to nationd surviva
and recovery and the OPDIVs responsible for them are required to support one full-time
Emergency Coordinator, plus other dtaff, as necessary.

(8) It is mandatory that selected OEP personnel (designated by the
Director, OEP) and each OPDIV EC have Top Secret security clearances, and each regiona
EC have a least a Secret clearance

(99 The OEP shdl ensure the network of ECs have Emergency
Response Action Teams (ERATs) formed to as3st in organizing initid disaster response,
deploying the DHHS Relocation Team, and coordinating follow-on deployment activities The

EC cannot do the entire misson done

(10) The concept for emergency coordination is such that:

(a) Before occurrence of emergencies. DHHS Emergency’
Coordinators work with policy officids and program
managers to develop plans and maintain a workable

continuity and emergency response system.

(b) During emergencies. including operations to restore
Departmental operations (" ER” ). coordinators help to
identify the appropriate programs to be activ ated and

indiv 1duals to manage the DHHS response  Coordinators
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prov 1de support to the managers as necessary throughout the

emergency

(c) After emergencies. including ER. coordinators collect
After-Action Reports (AARs) that help the Department
learn from the experience and better prepare for and
mitigate the effects of such events in the future

Operating Divison Pans

Pans should specify:

(1) Resources and capabilities of each program that can be utilized in

management of critica incidents or emergencies.

(2) How these programs and resources can he brought to bear in all
phases of management of critica incidents and emergencies.
mitigation. preparedness activities. response, to short- and long-

term recovery; and

(3) Legd, financid. or other bariers that may inhibit an effective

response. and how they can be overcome.

Operating Divison Responghilities

(1) DHHS respongbility for developing domegtic, nationd security

emergency. and COOP program plans and response capabilities rests with the OPDIVs.

covering their programs a the headquarters and regiond levels
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2y Within the OPDIVs. primary reliance is placed on day-to-day
programs for continuity and emergency preparedness and response capabilities

(3) Adminigrators. policy-level officids, and program managers in
each OPDIV should assess how their programs and capabilities could best be brought to bear
in emergencies. including ER. With the assigance of their ECs, they will develop adequate
continuity and emergency plans, legd authorities, budgetary, and other procedures for an
effective response system

k. Regond Pans

Plans are to be in place to take such actions necessary to assure that
the offices under the line supervison of RD will be able to perform their essentid functions,
and continue as a viable part of the Department during a criticd incident or emergency, and
will be able to provide the regiona response under the FRP or other authorities to dl
hazards events. Measures will be in place to consolidate and disseminate the plans prepared

by the Operating Divison in the Regiond Offices.

L Region  Responghilities

The Regiond Director (RD), with the assstance of the Regiond
Emergency Coordinator (REC), is respongble for consolidating and disseminating regiond
plans prepared with the assstance of the Operating Divisons, for developing plans and
response cgpabiilities for offices under the direct line supervison of the RD, and for
coordinating the HMS Regiona Office response during an emergency or ER Stuation

H3S
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m. External Coordination

(1)  Under the overdl coordination of OEP. dl dements of the
Department should develop close working relaionships with other Federd, State and local
agencies and with private organizations in the development of emergency and ER plans

(2) Under the overdl coordination of the FEMA. DHHS is the Lead
Federd Agency (LFA) for hedth and human services preparedness planning. including
primary agency respongbility for ESF #8. Hedth and Medical Services. Thus the
Department’s plans should provide for a coordinated Federal response by DHHS, the
Department of Defense (DoD). the Veterans Adminigtration (VA), and other agencies to assst

States in providing emergency hedth and human services.

n. Communication Channds

“National security emergency preparedness functions that are shared by more than one
agency shall be coordinated by the head of the Federal Department or agency having
primary responsbility and shall be supported by the heads of other Departments and

agencies having related responsibilities.”

EO 12656, Sec. 104(d)

(1) Policy and guidance for emergency preparedness meatters
originate in OEP  The line of communication is from the Director, OEP, to the OPDIV ECs
and RECs. and from the OPDIV ECs to ther regiona counterparts The Department’s
contacts with the State Emergency Managers are through the RD’s EC.

(2) When a mgor disaster or emergency occurs in a given Federd
region the appropriate REC shdl promptly report relevant information to the RD  The
coordinator shdl then immediately report al relevant information to OEP by telephone.
including Departmenta support being provided. anticipated support. and the impact on
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departmental  operations  This notification should include an assessment of whether or not
Departmental operations have been or will be disrupted. and what enterprise resumption/
continuity of operations actions are being. or will be implemented Reports are required as
long as the Depatment’s involvement warrants reporting The Director. OEP. will keep the
Secretary and key Department senior officids gpprised of the Department’s activities and
actions When the criticd incident or emergency begins to leve off, the Regiond Coordinator
shdl forward a written summay (AAR) to OEP.

o. Interagency = Communications

(1) The Director, OEP is the primary contact with FEMA and with
other Departments and agencies on policy and precedent matters concerning emergency
preparedness. Principd RECs are the prime contacts with FEMA in the regions, and attend
Regiond Interagency Steering Committee (RISC) meetings, but policy decisons must be
cleared through the Director, OEP

(2) In routine metters, maximum utilization shal be made of informa
communications and direct discussons between coordinators at all levels within the Department
and with other agencies, States, and hedth and human services-oriented non-Governmenta

organizations.

(3) This section describes policies and procedures governing working
relaionships. liason, and the development of formd agreements with other Governmentd
Depatments and agencies, and with nonprofit and charitable organizations having emergency
hedth and socid services responghbilities This section is applicable to headquarters, regiond
offices. and mgor fidd inddlaions.
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p. Policy

(1) Officid correspondence between DHHS components and other

Federal Departments or agencies on meatters relating to emergency management and enterprise
resumption shdl normally be transmitted through or over the sgnature of the Director of OEP
or, if gopropriate, higher levd officids in the OS. Routine communications within the scope of
delegated authority, however. may be routed directly, provided that an information copy is sent
to the Director of OEP.

(2) All requests to security officids of other Federd agencies shdl
normaly be made by the DHHS Director of Security, rather than by the specific office or
agency concerned. Example: request for information about security clearances of employees

of other agencies

q. Interagency Agreements

Other organizations sharing emergency hedth or human services

regpongbilities shal be asked to concur in DHHS emergency plans.

r. General

A written MOU may pertain to emergency management and ER
programs and/or emergency operations. Such agreements shal be treated as statements of
officid policy and shdl be desgned for mutual guidance and joint issuance.

s. [nitiation

(I) A formd agreement may be proposed by any DHHS officid
having ddegated authority in the particular program area concerned

Hik
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(2) The title of the agreement shdl name both parties and shdl brietly
describe the subject(s) of the agreement

(3) The agreement should contain policy. procedures, and
information on the following meaters

(a) Specific purpose and scope of the agreement;

(b) Authority of each party to enter into the agreement.

() Citation of pertinent officiadly assgned or Satutory
responghilities of each party,

(d) Condraints or limitations, if any, of authority,

(e) Description of any DHHS resources committed by the
agreement,

(f) Specification of any commitments by the other paty (eg.,
for paticipation in DHHS emergency management or

enterprise resumption operations),

(g) Channels and protocols for interagency working relaions,

liason, and communications,

(h) Period of agreement, induding sdf-cancding clause. if
appropriate,

(1) Arrangements for joint issuance.

Hig T
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) Provisions for future matiification or cancdlation of
agreemen.

(k) Reporting requirements, if any; and

(b Other content as mutualy agreed upon

(4) For DHHS, the sgner shdl normdly be the officid having
delegated authority Signature & a higher level should be requested only when required by the
other party to the agreement

(5) The Depatment's Generd Adminidration Manuad provides
generd policy and requirements for the development, clearance, and filing of interagency
agreements

t. Aleting and Communications

Specific dert and notification procedures can be found in the COOP
Functiond Annex B to EMERPS.

u, Fadlities

The Depatment employs existing, or establishes, as required.
emergency facilities to manage the ore, trans,, and postincident phases of criticad incidents and
emergencies. These facilities may include incident command posts, Emergency Operations
Emergency Coordination Centers (EOC/ECCs), assembly areas or rendezvous points, and
relocation dtes. The Office of Emergency Planning has a facility a 12300 Twinbrook Plaza
Suite 360. Rockville, MD. which serves as a 24-hour EOC/ECC ~ The EOC/ECC will
coordinate the DHHS response to domestic disasters and emergencies. nationd security

emergencies. and threats 1o DHHS continuity It has working space. telephones on separate
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lines. and radio. facsmile (FAX). and other equipment ready for emergency use
Arrangements have been made with the Nuclear Regulatory Commisson (NRC). aso located
in Rockville, MD. to use their EOC/ECC space should 12300 Twinbrook Plaza become
nonoperational and a classfied dternate facility is not required. The Department has an
dternate facility located outside the Washington (DC) area in a classfied location. In the
regions. if no EOC/ECC currently exists, an emergency operatiions or emergency coordination
center should be identified, formdly designated, and outfitted. Conference or briefing rooms
or other comparable facilities can be equipped with telephones. reference materials, and space

for the IC, coordinators, managers, and assgned emergency or ER team members to function

V. Other Facilities

(1) Reocation Sites. OEP mantans emergency operationd
readiness for employment of a (classfied) fecility and the FEMA Emergency Operating
Fadlity in Beryville VA

(2) Other Facilities. OEP can assist RDs and heads of the OPDIVS
in establishing and maintaining relocation dte(s) a ether the Federd Regiond Centers main-
tained by FEMA. or other stes identified during the Stage 1 COOP process (See Functiona
Annex B).

w. Alet and Notification
Should conditions require that team members be informed of a date of
heightened readiness. a Departmental derting system will be activated. (See the COOP

Functiond Annex B and Figures 1 and 2 for dert and notification form formats). This sysem
should be tested regularly. and dert and notification rosters periodicdly (quarterly) updated.

43

Hes-1



EMERPS — DRI Basic Plan

x. Readiness Ley els

Readiness levels are provided to guide preparations and actions in the
preincident phase of a critical incident or emergency Since events can occur with or without
warning. preparations and actions may be accelerated or compressed. or executed concurrently

y. Watch

This is our DHHS norma or near norma preparedness posture.
Increased alert measures during the watch readiness level may be warranted when. for
example. a hurricane approaches the coast of the United States, or when a generd threat of
terrorist activity is reported.

z. Warning

When natification of an impending criticd incident or emergency (eg.,
a law enforcement warning of a credible terrorism threet, or an imminent severe weather
incident) is received by OEP, centrd monitoring of officid voice and record communications
will be extended. This may entall monitoring on a 24-hour bass OEP will conduct an
interna review of DHHS emergency readiness plans and procedures, and direct actions in
accordance with current plans. policies, and procedures. This response will generdly involve
few DHHS personnd. have virtudly no effect on DHHS activities, and be carried out without
public disclosure. Operating Divison or Regiond Office action may or may not be involved.
DHHS personnd may or may not be involved in supporting increased dert activities under
other Federal plans. such as the FRP.
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instructions. These may include.

aa. Specid Ingructions (Watch or Warning)

(1)

A watch or warning condition may be accompanied by special

(a)

(b)

©)

(d

Continuous manning of EOCIECC,

Corrective action to overcome any deficiencies in DHHS

emergency management and ER plans and procedures.

A 24-hour communications watch a each DHHS Regiond
Office and magor headquarters office building. when
directed by the Director, OEP; and

Activation of EOC/ECCs, with staffing limited to ECs and
Emergency Response and/or Relocation Team members
required for maintenance of a 24-hour communications
watch and performance of directed tasks. Actions will be

caried out with minimum disclosure

Maximum emergency readiness, which may indude

(a)

All headquarters and regiond EQCs manned by respective
Emergency Response Teams (ERTs). and a 24-hour

communications watch.

All headquarters and regiond EOC ERAT team activities
to manage RT deployment

17
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(d)

(e)

(f)

(h)

Q)

0

(k)

Preparation of predesgnated or identified relocation sites
for activation and reception of Relocation Team(s) and key

personnel. functions, equipment. and vital records.

Immediate correction of deficiencies in plans and

procedures.

Preparations by RTs and key personnd to relocate.

Deployment of selected personnel or teams to relocation
gtes,

Conducting of refresher training, where required, to daff,
team members, or other key personnd on communications
procedures, equipment, and plans, polices. and

procedures,

Arrangements for parking permits and other support
activities for affected personnd;

Maintenance of continuous monitoring of communications

and event datus,

Review of adequacy of plans, procedures, and systems.
(Identify any deficiencies and prepare an action plan (as
required) to correct deficiencies ), ad

Status reporting to appropriate senior managers/designated

offigas
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Figure 1
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ALERTING PROCEDURE

| This updated alerting network diagram supersedes all previous diagrams  Keep one copy in your office.
another copy at home Destroy both copies of the previous diagram

1=

This procedure applies to either (a) an actual Federal alert, or (b) atest of the HHS telephone alerting

system It isto be used only for relaying an official alert or test message as specified below If a message
is not an authorized official message. do not relay it

3 During an actual alert or simulated alert test you may receive a telephone call at either your office or

residence It will be a“live” call. not a recorded message

The caller will say

THIS IS [name of person above you on alerting diagram]

[your name]

| HAVE AN EMERGENCY MESSAGE FOR

4 Once the identities of the parties are established and the communication is authenticated, the caller will
proceed by dictating ore of the following official messages

READINESS LEVEL [name of levd*] HAS BEEN DECLAREDCANCELLED REPEAT READINESS

LEVEL [name of levd] HAS BEEN DECLAREDCANCELLED

OR

REQUEST YOU BE AT EMERGENCY OPERATING CENTER, ROOM [number, name] BUILDING,

AT [dateltime] TO MEET ON CIVIL READINESS ACTIONS.

OR

THIS IS A ROUTINE TEST - REPEAT - TEST OF FEDERAL AGENCY ALERTING.

OR

EXERCISE [name of exerciss] EXERCISE CONDITION [exercise term*] « REPEAT = EXERCISE

CONDITION [exercise term]

5 Following the message, the caller will say

PLEASE ACKNOWLEDGE BY REPEATING THE MESSAGE | HAVE GIVEN YOU

6 You will repeat the message verbatim, and-upon confirmation of correctness-write it verbatim, note the

date and time, and-if any persons are named below you on the diagram

a Relay the message verbatim to all personsin the block(s) immediately below yours on the diagram
Note the time that each contact is completed

b If you cannot immediately contact one of the people at office, home, or alternate number, you rust

make hisor her calls, if any as indicated on the diagram

calling until you reach each person

The chain must not be broken  Continue

Then attempt to contact the person whose calls you have made
inform him of all calls completed by you

READINESS LEVEL

INDIVIDUAL  ACTIONS

EXERCISE TERM

COMMUNICATIONS WATCH

INITIAL ALERT

ADVANCED ALERT

ATTACK WARNING

TERMINATION OF ATTACK WARNING

None required of you
Prepare to relocate
Stand b for orders
Take shelter

All clear

QUICK STEP
TIGHT REIN

FLOOD TIDE

CHECKERBOARD

TERMINATION OF CHECKERBOAF

N
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Figure 2. Alerting Procedure
(3) Members of Emergency Response and Relocation Team(s) will

deploy to reocation dtes only upon receipt of specific ingtructions and authorization.
Automatic relocation is not authorized

bb. Emergency Management

(1) The DHHS emergency response system responsble officid is the
Secretary of the Department of Hedth and Human Services (HHS). The Secretary has
desgnated the Assstant Secretary for Hedth (ASH) as the Depatment’'s Executive Agent. The
Action Agent is the Director. OEP, who is responsble for coordinating implementation of
EMERPS with the DHHS agencies and providing staff support to DHHS policy officids  The
DHHS Regiond Hedth Adminigrator (RHA) is the operating agent asssting OEP and is
respongble for coordinating regiond EMERPS activities. The collocated nationd DHHS
EOC, or DHHS/EOC and Nationd Disaster Medica System (NDMS) Operations Support
Center (OSC), or NDMS/OSC, coordinate and facilitate the overdl hedth and medica
response, and provide liaison between the DHHS/NDMS Headquarters and the appropriate
regiond offidas

(2) The Depatment provides U S Government coordinated
assstance to supplement State and loca resources in response to public health and medicd care
needs following a dgnificant natura disaster, manmade, or technologica event. This support
Is described in Functional Annex #8, “Hedth and Medical Services Annex,” to the 1992 FRP
Resources are furnished when State and local resources are overwhelmed and medical and/or
public hedth assstance is requested from the Federd Government. The DHHS mission under
ESF #8 involves supplementa assstance to State and local governments in identifying and
mesting the hedth and medica needs of victims of a mgor emergency or dissster This

support is categorized in the following functional areas

(al Assessment of health/medical needs.

N
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(b) Hedth survellance.

(c) Medical care personnd.

(d) Hedth/medicd equipment and supplies.
(e) Patient evacuation.

() In-hospital care,

(2) Food/drug/medica device safety,

(h) Worker hedth/sefety,

(1) Radiologicd Hazards,

() Chemicd Hazards,

(k) Biologicd Hazards,

() Mentd hedth,

(m) Public hedth information

(n) Vector control,

(0) Potable water/wastewater and solid waste disposd, and
(p)  Vidim identification/mortuary ~ services,

(3) The Public Hedth Service (PHS), in its primary agency role
for ESF #8, directs the provison of U.S Government provided hedth and medical
assigance to fulfill the requirements identified by the affected Statellocd authorities having
jurisdiction  Included in ESF #8 is overdl public hedth response. triage, trestment and
trangportation of victims of the disaster, and the evacuation of patients out of the disaster
area. as needed, into a network of Military Services, Veterans Affairs. and preenrolled non-
Federd hospitas located in the mgor metropolitan areas of the United States. The intent of
ESF #8 is to supplement and asss the State/locd governments affected by the disaster by

utilizing resources primarily avalable from the following sources

(4) Resources avalable within DHHS from its operaing divisons
and supporting Departments and agencies to ESF #8

HES
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(5) Emergency response resources are avalable from within and
without the Department. Resources internd to DHHS include those available from the
OPDIVS. and specidized response assets. including the Medica Support Unit (MSU).
DMAT. and Disaster Mortuary Teams (DMORTSs). The NDMS is a nationwide medicd
mutual aid network between the Federd and non-Federal sectors that includes medica
response. patient evacuation. and definitive medicd care. At the Federd levd. it is a
partnership between DHHS, DoD, VA, and FEMA. Direction and control of Department
resources is performed through the network of ECs. and/or the Department’s IMS

cc. Criticd Incident and Emergency Information

(1) OEP is the centrd focus in the Department for disaster.
emergency, and continuity information. OEP serves as the center for collecting and
disseminating information on the totd DHHS response in emergencies. All FEMA and other
outside agency contacts should be reported to OEP to help coordinate the needed plans or
response. OEP derts the OS saff and the OPDIVs, assgts in the process of identifying the
expertise and services that could be brought to bear upon the Stuation, maintains

communications. and an awareness of the Department’s involvement as a unified entity

(2) Information on emergencies or threats to continuity may enter the
sysem a any point In order to expedite dert and notification, and enact necessary measures,
recipients must inform ther OPDIV EC, who will then inform hisher chain of command, the
RD, the REC, and smultaneoudy the OEP Program personnd responding to emergencies
should keep both the emergency coordination network and the policy leve officids of ther
own operating divison informed of ther activities Spedific dert and notification guidance is
provided in the COOP Functional Annex B to EMERPS.

(3) Headquarters and fild DHHS personnel should report mission
assgnments made to anv segment of DHHS under the FRP to ESF #8. so that it can monitor
the situation and coordinate the comprehensive DHHS response  This paitern is replicated in

n
N

HER



EMERPS - DRAFT Basic Plan

each region with the RD's designated coordinator as the centra point for information
dissemination across OPDIVs and FEMA éff in the region
VIII. RESPONSIBILITIES

A. Summay of Requirements

1. This section provides brief descriptions of DHHS operating eement
emergency preparedness requirements essentia for the fulfillment of the Department’s
emergency management and ER respongbilities. DHHS emergency capability, preparedness.
personnel. materid, and planning are gpplicable to dl hazards

a. Plans. Prepare and maintain written dl-hazards plans

b Emergency Action Documents. Prepare and maintain standby
operating procedures, orders, delegations. vital operating records. and other documentation
necessary for the performance 